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Abstract

The integration of motor vehicles and information technology has become increasingly popular
with the evolution of roadway safety, tra grid e ciency, and infotainment requirements. To

this end, several standardizationcgts have been devoted to establish network architecture and
communication protocols for vehicular networks. In the USA, the Wireless Access in Vehicular
Environments (WAVE) standards suite is based on multiple cooperating standards. In Europe, the
ETSI TC ITS working group de nes standards for ITS systems.

For vehicular networks, the safety and security of the network architecture and protocols are
of vital importance, which have been the central theme of the standardization in both USA and
Europe. In general, the provided security services are based on three major mechanisms: En-
cryption algorithms, Public Key Infrastructure (PKI) and Pseudonymous. These security services
provide basic protection for the privacy of users and integrity of messages in vehicular environ-
ments. However, several critical issues, such as identity management, message traceability and
availability still exist in vehicular networks.

In this thesis, we focus on two major security issues: Sybil attack and radio frequency (RF)
jamming attacks. Ranging from theoretical modelling and analysis, to practical algorithm design
and optimisation.

Sybil attacks can cause damage in both Networking layer and Application layer in vehicular
networks. Since the CSMEA is implemented in Networking layer, the cooperation among vir-
tual nodes leads to the possibility of using more channel resource than other benign nodes. In
Application layer, the virtual nodes also take part in communicating with other ITS stations. Un-
der this circumstance, when a malicious node uses multiple pseudonyms at the same time, the
virtual nodes, generated based on the usage of pseudonymous, can help to increase the in uence
of fake safety messages by broadcasting them to other benign nodes. In this thesis, we focus on
the Sybil attack detection in vehicular networks based on the vehicle driving patterns. Relying on
beacon information, we designed a data format Driving Pattern Matrix (DPM) to describe vehicle
driving pattern within a time period. Thus, three drent machine learning methods: Distance

based clustering, Support Vector Machine (SVM) and k-nearest neighbours (kNN) are considered.
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The main idea is to evaluate the similarity of vehicle driving patterns, then based on the variation
of vehicles' driving pattern to distinguish the malicious nodes from the benign ones. Hue e
tiveness of our proposed solutions is evaluated through extensive simulations based on SUMO
simulator and MATLAB. The results show that the proposed detection method can achieve a high
detection rate with low error rate even under a dynamic ¢ranvironment.

Radio Frequency (RF) Jamming attacks constitute a major threat to the availability of the
vehicular networks. In particular, if the control channel is under persistent jamming attacks, the
victim vehicles may fail to receive the safety related messages from the Road Side Unit (RSU),
which can possibly cause tremendous economic loss and claim human lives. In this thesis, we
propose a cooperative relaying scheme to circumvent the control channel jamming problem in
the vehicular networks, whereby the vehicles outside of the jamming area serve as relays to help
forward the received control channel signal to the victim vehicles through another jamming-free
service channel. By combining the signals from all relays using the Selection Combining (SC) or
Maximum-Ratio Combining (MRC) methods, the spatial diversity provided by the relays can be
e ectively exploited to reduce the outage probability of the victim vehicles. Theoretical models
are developed to characterize the performance of this cooperative anti-jamming relaying scheme,
which take into account both the large-scale path loss and small-scale channel fading between
relaying and victim vehicles under dérent jamming scenarios. We also propose a relay selection
scheme to optimize the performance of the victim vehicles under the relay humber constraint.
Simulation results are provided to show the performance of the proposed cooperative relaying
scheme and relay selection algorithm underedent network settings.

Thus, we extend the anti-jamming problem into multi-antenna RSU scenarios and propose
a two stage anti-jamming scheme for the control channel jamming issue in vehicular networks,
which takes advantage of the multi-antenna diversity and spatial diversity provided by the RSU and
relay vehicles to improve the transmission reliability of the victim vehicles. Theoretical models
are developed to characterize the performance of this cooperative anti-jamming relaying scheme,
the anti-jamming problem is modelled as Mixed-integer Programming (MIP) problem and then
reformulated as a sequence of convex sub-problems. By iteratively solving this sequence of convex
sub-problems, the optimal solution can be found. We also propose a heuristic relay selection
algorithm by exploiting the special structure of the problem, which attempts to tranform the worst-
caste vehicle into victim each iteration until the maximum link capacity is achieved. Simulation
results show that proposed anti-jamming converges quickly ( always within 10 iterations) and
can e ectively improve the network capacity, and the performance of the heuristic relay selection

scheme is close to the optimal solution.
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Introduction

Contexte et motivations

De nos jours, lesaseaux @hiculaires sont prometteurs dans un certain nombre de services utiles
axés sur le conducteur et le passager, qui comprennent des installations de connexion Internet
exploitant une infrastructure disponible de maea la demande, un syshe de élepeage et une
variéte de services multigdias. Il couvre tous les modes de transport et prend en compte tous les
elements du systme de transport: leghicule, l'infrastructure et le conducteur ou I'utilisateur, qui
interagissent de magiie dynamique. La fonctiorégérale des&seaux &hiculaires est d'agliorer
la prise de dcision, souvent en tempgel, des confleurs de eseau de transport et d'autres
utilisateurs, aréliorant ainsi le fonctionnement de I'ensemble du eyst de transport.

Au-dela de tous leurs avantages, lése&aux @hiculaires so@vent de nouveauxéds en ce
qui concerne laé&curi€é et la protection de la con dentiadit 1l est essentiel, par exemple, que
les informations vitales ne puissegtire ni modi ées ni supprir@es par un attaquant et doivent
également éterminer la responsabéitdes conducteurs tout enégervant leur con dentiakt. 1

reste plusieurs probimes critiques dans leeseaux &hiculaires, qui sont liss comme suit:

Probleme de gestion d'identi& La protection de la con dential, en particulier |'utilisation

de pseudonymes, engendre la \arbbilite de I'attaque Sybil. Apgs la demande de pseudonymes,
les ehicules utiliseraient les pseudonymes comme idsntile communication. Chaque
pseudonyme valide a sa propre paire dssale signature. Par cdatpient, l'inggrite et la
non-epudiation de l'information peuveitre garanties. Dans ce cas, si @hicule utilise
plusieurs pseudonymes ensemble émra temps, chaque pseudonyme esté&tmoule in-

dividuel dans la vue des autres utilisateurs.

Probleme de disponibili€: La disponibilie est toujours vulerable dans leseseaux, en
particulier dans les environnements sans |. Dans kseaux &hiculaires, le canal de

contdle joue un dle important, un grand nombre de dé@es relativesa la €curié sont
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transmises du RSU aux utilisateurs du canal de &mtrSi le canal de commande subit
des attaques de brouillage persistantes,&bsoules victimes risquent de ne pas recevoir les
messageséisa la £curie du RSU, ce qui peut enfreer une pert&€conomique consatable

et entrner des pertes en vies humaines.

Certaines caragtistiques saillantes degseaux &hiculaires font qu'il n‘est pas trivial de
traiter ces proldmes avec les symhes existants. $pi quement, pour les attaques Sybil, les
noeuds malveillants peuvent facilement obtenir plusieurs ideriigales (par exemple, pseudonyme),
les nethodes de f@vention bases sur une certi cation approée ne fonctionneraient pas dans ce
cas; En utilisant des a@thodes ba=®s sur le test des ressources, un inéaient majeur est que
les identi€s Sybil ne peuvent pasre distingées des utilisateurs normaux; Avec le sysé de
réputation, les noeuds malveillants peuvent encore avoir le temps d'obtenir une Bpotetion
car il leur su t de lancer l'attaque pendant les heures de pointe a n de maximiser les pro ts
gérérés en obstruant certaing€hicules de leurs chemins. Pendant ce temps, la technique de
véri cation de position pourraiétre une solution prometteuse poeétetter et localiser les noeuds
Sybil, mais ce type de athodes est ddeux quand la dengitde tra ¢ estéleee, et la motivation
des utilisateurs egtgalement discutable.

Pour les attaques jamming de radaxfuence, premrement, selon le protocole IEEE 802.11p,
un seul canal de corile est disponible pour la transmission de messag@esi lia €curié dans
les eseaux &hiculaires. Il est donc impossible pour le RSU de basculer sur d'autres canaux si
le canal de conéle est blogé. Deuxemement, bien que les techniques multi-antennes atent
consicerees comme une solution €ace, les antennes&p ques n'ont pa$te largement utilises
sur les whicules en raison de la mobdiet de la contrainte de puissance dekigules. Dernier
point mais non le moindre, la mob#itdes &hicules est limée par I'espace routier et la dergsit
de la circulation. Il est donc dicile pour les &hicules de €chapper de la zone de brouillage
si l'attaque est laree par un &hicule voisin. Par cogsgjuent, il reste dicile de esoudre ces
problemes dans le€seaux &hiculaires. Plus deédails sur les travaux connexes se trouve dans le

Chapitre 2.

Résum é et Organisation

Motivés par les @ s signales peccdemment, nous menons une rechercheégyatique dans cette
these sur la dtection et la gEvention des mauvaises conduites danséssaux &hiculaires en
nous concentrant sur plusieurs pratles de recherche ré&sentatifs d'importance fondamentale
et pratique. Dans cettedbe, nous abordons plus partiesément deux probmes de &curie

majeurs: l'attaque Sybil et les attaques jamming de raédépfence (RF).



XVii

Dans cette tbse, nous adoptons une ligne de recherche et d'exposition allant deétisatidn
et I'analyse ti@oriquesa la conception et I'optimisation d'algorithmes pratiques. Fig 1 illustre la
structure de notre #se. Dans la suite de cette section, nous fournissons un apercu de haut niveau
des contributions techniques de notregh, qui sont @senkes de maeire €quentielle au Chapter

2-5.

Vehicular Networks and Security Issues
(Ch.2)

Sybil Attack Detection in Vehicular Networks
(Ch.3)

Introduction Conclusion
(Ch.1) (Ch.6)
Cooperative Relaying for Control Channel Jamming
(Ch.4)

Cooperative Relay Beamforming for Control Channel Jamming
(Ch.s)

Figure 1: Organisation de ladke

Réseaux V éhiculaires et Probl emes de S écurit é

Réseaux V éhiculaires

Un réseau de &@hicules est un termeégérigue pour I'application iriigiee des technologies de
communication, de coriite et de traitement de l'information au sgste de transport. Il couvre
tous les modes de transport et prend en compte tousléesents du systme de transport : le
véhicule, l'infrastructure et le conducteur ou l'utilisateur, qui interagissent deeradynamique.
Sa fonction grérale est d'ar@liorer la prise de &cision, souvent en tempseal, par les confileurs
de eseau de transport et des autres utilisateurgliarant ainsi le fonctionnement de I'ensemble

du syseme de transport.

Architecture des R éseaux V éhiculaires

La Figure 2 repesente une architecture fondamentale de I'I' TS, qui inclutédsoules, les Road-
side Units (RSU) et leséseaux du noyau. Ces sgstes devront soutenir les communications

véhiculea infrastructure (V2I) et&hiculea vehicule (V2V).

Standards de R éseaux V €hiculaires

Standards DSRC/WAVE Larchitecture de communication IEEE WAVE repose exclusivement

sur le standard IEEE 802.11p. Dans laélititure, souvent DSRC (Dedicated Short Range Com-
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Figure 2: L'architecture de€pseaux @hiculaires.

munications), WAVE (Wireless Access in Vehicular Environments) @mm IEEE 802.11p sont

utilisés pour ésigner I'ensemble de la pile de protocoles de Standards traitant des VANETS.

Standards ETSI  L'ensemble de standards ETSI TC ITS est orgamis cing groupes de travail.

Le groupe de travail 1&nit 'ensemble de base des exigences de l'application et les services,
le groupe de travail 2 fournit la §gi cation d'architecture et&sout les prol@mes multicouches,

le groupe de travail 3@leloppe les protocoles déseau et de transport pour ITS G5, le groupe
de travail 4 analyse les&dias du standard IEEE 802.11p et le groupe de travail 5 travaille sur le

syseme de 8curié.

Exigence de S écurit é

L'exigence de écurig dans les@seaux &hiculaires peuveritre decrites de maeire gerérale en

utilisant les propgétés suivantes :

Authenticit & les entiés et les messages doivétite authentiés.

Intégrité: garantit qu'un message n'a pa& modi & entre le momentwil a éte envog et

celui au il a &t recu, car le message recu doit correspondre au messageé envoy

Non-répudiation: garantit que, ags l'authenti cation et le confile d'intégrit, I'entité ne

peut pas nier avoir partioga unévenement de communication.

Con dentialit & veille a ce que les informations con dentielles et sensibles soient bien

cryptees lors des pré&cures de communication.



XiX

Disponibilité: le réseau et les applications doivent restegragionnels rame en pesence

de cefauts ou de conditions malveillants.

Privé et Anonymity: la plupart des proleimes de pri& sont Iésa la position et aux identi-

ants dans les @&seaux ghiculaires.

Cependant, il estimpossible de satisfaire toutes les exigences. Il existe toujours un compromis

entre e cacig, £curi€ et con dentialie du systme lors des pr@dures de communication [4].

Systeme de D éfense

Il est gereralement admis dans ces deux ensembles de standards que les servieagiie s
implémenés dans lesaseaux &hiculaires reposent sur un syste qui contient: des @anismes
de cryptographie, desé&uaanismes deégération de certi cats et des &anismes de gestion des
certi cats. En outre, certains @tanismes de protection de la con denti@lieuvengegalement

étre utili®s dans ce sysine, y compris anonymes et pseudonymes.

Analyse de Vuln érabilit &

Ces services peuvent pegler la con dentialié des stations ITS, I'authentiéitet l'intégrite des
messages dans les environnements de communic&aoulaire. Cependant, il exiségalement
plusieurs prol#mes de &curié dans les@seaux ghiculaires. Dans notre travail, nous nous con-
centrons sur deux prodaines majeurs: le prodaine de protection de la con denti@ipeut mener
aux attaques Sybil et le prabyhe de disponibilé rend les &seaux &hiculaires vuldrables aux

attaques jamming.

Attaques Sybil

L'attaque de Sybil @&t mentionge pour la prenare fois en 2002. Dans [5] Douceur a mentiénn
gue, dans un sysine peer-to-peer sans autérite con ance logiguement centrale pour garantir
une correspondance biunivoque entre I'éngt l'identite, il est possible pour une eritncon-
nue de pesenter plus de une idemit Dans les&seaux &hiculaires, les attaques Sybil peuvent
endommager la couche deseau et la couche d'application.

Comme la CSMA/ CA est impemenée dans la couche déseau, la codggation entre les

nceuds virtuels ore la possibilie d'utiliser plus de ressources de canal que les autres nceuds

Iégitimes. Dans la couche d'pplication, les nceuds virtuels participgalement la commu-

nication avec d'autres stations ITS. Dans ce cas, lorsqu'un nceud malveillant utilise plusieurs

pseudonymes en&me temps, les naeuds virtueléngrésa partir de l'utilisation de pseudonymes,
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peuvent aidern accrdre I'in uence des faux messages decsirie en les diusant vers d'autres

nceudségitimes.

Les methodes deé&tection des attaques Sybil peuvéetre diviees en rathodes ba&ses sur des
clés €curi€es, en rathodes baes sur le test des ressources, @thrndes baes sur la@putation
et en néthodes ba=es sur la position. Lesé&thodes existantes détéction des attaques Sybil sont

brievement pesenées dans le Tableau 1.

Attaques Jamming de Radiofr équence

En raison de la nature ouverte et pagagiu nédium sans |, les eseaux de &hicules sont
vulnérables aux attagues jamming de radigfrence puisqu'un attaquant peut facilenfmettre
un signal d'interérence pour engzher un aaes Egitime au nédium ou perturber le&ception du
signal. Un attaquant peut utiliser direntes stré&gies de brouillage en exploitant les vétabilitts
des protocoles de couches PHY et MAC, qui appartiennergrglementa deux catgories: les
straggies de brouillage monocanal et les €tgits de brouillage multicanal.

De nombreuses contre-mesures @t propoges pour &soudre les probmes de brouillage
de radioféquence sous derents angles techniques. Par exemple, dans la couche physique, les
techniques de saut deefjuence, telles que Frequency-Hopping Spread Spectrum (FHSS) [15],
Direct Sequence Spread Spectrum (DSSS) [15], et Hybrid APISSS [15] ontéte largement
adopés poureviter les interérences de brouillage en commutant rapidement entredgadnces
ou en epartissant le signal dans une bande beaucoup plus large a n de permettre une plus grande
résistance aux integfences involontaires et intentionnelles. Cependant, le principal iBo@mmt
de ces solutions est qu'ellegeessitent une bande passante beaucoup plus large que le signal origi-
nal. Certaines techniques innovantes, telles que les technologies Ultra Wideband (UWB), la polar-
isation d'antenne et les techniques multi-antennes [16, 17¢g@mieément prop@&es pour&soudre
le probkeme de brouillage. En particulier, la technique multi-antenne est une solution anti-jamming
prometteuse, car elle permetditer les interérences provenant de sourcesésidables. Il peut
également agliorer I'e caci€ et la abilité de la transmission en exploitant le gain de diver-
sité et le gain d'antenne [18]. Certaines contre-mesures teagalement de fournir une pro-
tection proactive réactive contre les attaques lors de la conception des protocoles de couche
MAC (par exemple, Carrier-Sense Multiple Access with Collision Avoidance (CSMZQ),
Time Division Multiple Access (TDMA), etc.), ou d'utiliser une stigie de channel-hopping pour
résoudre le proleime de brouillage multicanal en tenant compte du comportement contradictoire
du brouilleur [19, 20]. Certaines solutions d@# propoges pour les attaques par brouillage dans

les ieseaux multi-sauts, qui tentent de rediriger le tra ¢ autour de la zone lireudl se retirent
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Table 1: Methodes de Btection des Attaques Sybil

Meéthodes

Reéferences

Advantage

Inconvenient

Clées €curiges

[6, 7, 8]

Pouvoir emgcher la
gérération de fausse

identites

La gérération et la
sgestion d'un grand
nombre de @&s sont
colteuses et il est
di cile de mettre en
place une autort
centrale a laquelle

tous les partici-
pants peuvent faire

con ance

Test des ressources

[6]

Pas

suppEmentaire

d'overhead

Les identies Sybil
peuventtre di cile-
ment distingées et

localistes

Syseme de gputation

[9]

Faible overhead e

faible taux d'erreur

t Les nceuds malveilt
lants peuvent tou;
jours obtenir une
bonne eéputation si
la période d'attaque
n'‘est que d'un faible
pourcentage de

temps

Véri cation de position

[10, 11, 12, 13, 14]

Taux de dtection

eleve

L'estimation de la lo-
calisation base sur
RSSI n'est pas assez

précise

du brouilleur en tirant parti de la mob#itdes nceuds [21, 22, 23, 24]. Lesé&gtas anti-jamming

existants pour lesiseaux sans | sont bevement pesenés dans le Tableau 2.
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Table 2: ScBmas Anti-jamming pour les&$eaux Sans Fil

Méthodes Réferences Advantage Inconvenient
Spread Spectrum (SS) [15, 25, 26, 27] Résiste aux] Non disponible
interferences pour un canala

de signaux de fréquence xe

brouillage

Techniques multi-antenngs [28, 29, 30, 31, 32] Pouvoir  éviter | Les multi-
le signal | antennes ne sont
d'interference pas largement
des sources utilisees sur les
indésirables véhicules

Syseme coopratif [33, 34, 35, 36, 37, 38] Fournir une di-| La  conception
versié  spatiale| du syseme

et d'antenne et cooperatif est
pouvoir angliorer | di cile
la robustesse des

communications

Détection d'Attaque Sybil dans les R éseaux V €éhiculaires

Consicerant que les nceud virtuels doivéniter les positions captées par les&hiculeségitimes,

leurs formes de conduite deviennent erratiques, en particulier dans les environnements de tra c dy-
namigues. Dans ce chapitre, nous examinons la possitdittbtecter les attaques Sybil en fonc-

tion de la variation de leurs habitudes de conduite en utilisant w@ikade du machine learning.

En regle gerérale, le machine learning est un processus dans lequel un ensemble detperam

de seuil est forra pour classi er un comportement inconnu [39]. Dans cetéséh trois rathodes
principales sont consigiées dans notre travail: Distance based clustering, Support Vector Machine

(SVM) et k-Nearest Neighbours (KNN).

Modele d'Attaque

Sur la base de I'analyse desthodes de &ense et des messages, nous pouvons con rmer qu'il
est possible qu'un&hicule utilise simultaement plusieurs pseudonymes pour lancer des attaques

Sybil.
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Description de la Forme de Conduite du V. éhicule

Dans notre algorithme, la Driving Pattern Matrix (DPM) doit d'abétce construite. La forme de
conduite d?un &hiculea un moment dorfnest @crite en utilisant un vecteur de ciggments.

Par exempleY, = (Xn1; Xn2; Xn3; Xna; Xns) represents the driving pattern of a vehicle at time

Distance Based Clustering

La proc&dure de étection peuétre decrite comme suit:

Nous notons quefi® = max i1; i2; i3; ia; isget 5= maxf i1, i2; i3 4 59 T {1999

les deux plus grandes valeurs propres de chaque DPM.

Pour lesn véhicules, une matric& de n lignes et 2 colonnes esédie comme: S =

(if1in1j2

I
Sélectionner la valeur Adiane de chaque colonne, obtenir un vecteed = (xy) (la
valeur neédiane est choisie au lieu de la valeur moyenne en raison de l'ingtatekitvaleurs

propres des nceuds Sybil.).

Calculer la distance de Mahalanobis entre chaque vecteur ligne de la nsagtiée vecteur

med

Critere de @cision: Vecteur est lai-eme ligne de la matric8, qui repésente les formes
|
de conduite du-reme \ehicule. Si la distance de Mahalanobis emtret medest sugrieure
!
a une valeur de seuiéfectionrge , ou d(r; med , le véhiculev; est consiére comme

malveillant.

Résultats Exp érimentaux

Résultats de Mesure de Similarit & Plusieurs @sultats de mesure de similérides di érentes
formes de conduite songthilles dans la Fig. 3 sous dérentes dengs de ehicules. Les deux
plus grandes valeurs propres sont choisies pouésegmter principalement la forme de conduite

d'un véhicule.

Taux de D étection  Comme le montre la Fig. 4, nous avons choisi la courbe ROC (Receiver Op-
erating Characteristic) pour regsenter le taux deédection de notre gthode, qui est congiEe
comme un moyen complet et visuellement attrayant pésumer la ggcision de la étection.
On peut observer que notreéthode de @tection peut atteindre un TP&ew avec un faible

FPR. Dans tous les cas, plus de 90% des nceuds Sybil peétvenktecés par notre i@thode de
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Figure 3: Les deux preraies grandes valeurs propres de DPM peuvara utili€s pour

repesenter principalement la forme de conduite d'@hicule

détection. Autrement, le taux deéetéction a une cogtation positive avec la densitle tra c, ce

qui correspond biea notre hypothse. Parce que la derésite tra célevee peut limiter la distance
moyenne entre lesaéhicules, ce qui rend leur comportement de conduite plus similaire. D'autre
part, la distance deesurig limitée limiteégalement les choix du nceud malveillant lorsquéihgre

des nceuds virtuels.

Figure 4: Taux de étection des nceuds Sybil sous @iientes dengs de tra c

Détection d'attaque Sybil Bas ée sur Support Vector Machine (SVM)

Dans cette section, nousgsentons une @thode qui reg@sente principalement les comprtements
de conduite deséhicules en utilisant les valeurs propres de leur matrice de conduite, ainsi que

la proc&dure de classi cation bég sur plusieurs classi cateurs SVM. Uneebe description de
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I'algorithme est illusteea la Fig. 5.

Figure 5: Sckma de l'algorithme

Classi cation

Nous notons qu&/ = fw;uig i n Un ensemble avea véhicules a le vecteur;, = (1% D
repiesente les formes de conduite dihiculev;, etu; 2 f 1;1gdonne |étiquette dey;. L étiquette
1 signi e quev; est malveillant et sino®; est Egitime.

Normalement, si les do@es sont liBaires, un hyperplanéparateur peuétre utili pour
diviser les donaes. Cependant, en raison du cageeerratique du mouvement des noeuds virtuels,
il est frequent que les dodes soient loin @tre lirgaires et que les jeux de daes ne soient pas
separables ligairement. Dans ce cas, le jeu de deesV doit &tre projeé dans l'espace d'enés

ou le nouvel jeu de doreesV est €parable ligairement:

1)
¥ | () = 1(V)§
2(v)

Ensuite, nous avond %= f( (v);u)a ; navecy; 2 f 1;1g

Nous ¢ nissons ensuite une fonction du noyku

ki vj) =< (™), (%) > (2

Ou< ; > stle produit scalaire entre deux vecteurs.
Dans ce travail, trois fonctions du noyau sont prises en compte: Polynomial, Gaussian Radial

Basis Function (RBF) and Multi-Layer Perceptron (MLP).

Polynomial:k(vi; ;) = (< ¥;¥j > +h)d ou h est une valeur constante.
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k\'/i ’ij2

RBF:k(v; %) = exf > 2

)
MLP: k(v;¥)) = tanh( < ;v > +%

Leur performance seivallee dans la section suivante en fonction desttats de la simulation.

Résultats Exp érimentaux

Caract éristiques des Nceuds Virtuels Comme illusté sur la Fig. 6, les formes de conduite
des noeudsgitimes ont une similaétévidente et celles des noeuds Sybil montrent un caract

erratique.

(a) RBF Sigm&0.5 (b) Polynomial &2 (c) MLP

Figure 6: Resultats de la classi cation des groupes d'apprentissage avec les trois fonctions du

noyau

Précision de la Classi cation Nous avons larie 15 attaques Sybil sous 3 degsitde tra c

di érentes. Le premier groupe est choisi comme groupe d'apprentissage et les 14 autres groupes
sont des groupes d'essai. Comme illésttans le Tableau 3, la geision de la classi cation

dans tous les groupes d'essai et la Fig. 6 montrentédssltats de la classi cation des groupes
d'apprentissage. Dans ce travail, les trois fonctions du noyau soréingpiées avec des paratnes

di érents. De maere ¢grérale, en raison du fait que les nceuégitimes pesentent une forte
similitude dans leurs conportements de conduite, les classi cateurs qui couvrent moins de surface

atteignent des gcisions plugleees.

Taux d'Erreur de Classi cation Comme le montre le Tableau 4, lesung des matrices de
confusion de ces trois classi cateurs. D'une mexei gerérale, ces classi cateurs ont tous atteint

un taux de étectioréleve avec un taux d'erreur faible. Quand on rentre plusétaitj on remarque

que le FNR du classi eur polynomial est d'environ 8%, mais que le FPR est faible. Comme nous

I'avons vu plus haut sur la Fig. 6, les classi cateurs pdigre couvert plus de surface que les deux
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Table 3: Pécision de la Classi cation des Groupes d'Essai

Densie du Trac 26- 26- 26- 26- 30- 30- 30- 30- 30- > > > > >
30 30 30 30 34 34 34 34 34 34 34 34 34 34

rbf =01 0.917 0.95¢ 0.945 1 0.909 0.941 0.961 0.933 0.963 0.961 0.917 1 0.965 1
rbf =03 0917 1 0945 1 1 0971 1 1 0.9249 1 0917 1 1 1
rbf =05 0.958 0.870 0.944 1 1 0971 1 1 0.889 1 0.887 1 1 1
rbf =07 0.958 0.87Q 0.919 1 1 0.971 1 1 0.889 0.962 0.882 1 1 1
rbf =09 0.958 0.782 0.919 1 1 0971 1 0.933 0.889 0.884 0.882 0.971 1 0.977

Polynomiald =2 || 0.958 0.783 0.919 1 1 0.912 0.923 0.933 0.889 0.846 0.882 0.971 1 0.972
Polynomiald =4 || 0.958 0.782 0.892 0.971 0.939 0.853 0.923 0.933 0.889 0.844 0.882 0.943 0.966 0.944

mip [-1 1] 0.958 0.824 0.973 1 1 0971 1 1 0.889 1 0.887 1 1 1
mip [-2 2] 0.958 0.826 1 1 1 0.971 1 1 0.889 1 0.887 1 1 1

autres classi cateurs. Dans ce cas, |ésins Egitimes peuvent dicilementétre signaés comme

malveillants, mais les nceuds malveillants pourraidre ceclags commedégitimes.

Table 4: Matrice de Confusion

TP | TN |FP|FN | TPR | FPR | FNR

rbf =031 325 94| 2 | 8 || 97.6%| 2% | 2.4%
Polyd=2 || 326 | 74 | 1 | 28 || 92.1%| 1.3% | 7.9%
MLP[-22] || 326| 90 | 1 | 12 || 96.5% | 1.1% | 3.6%

Détection d'attaque Sybil Bas ée sur k-Nearest Neighbours (kNN)

Dans cette section, nousgsentons une @thode qui refsente principalement les formes de
conduite des &hicules en utilisant les valeurs propres de leur matrice de conduite, ainsi que la

proceédure de classi cation bég sur les classi cateurs k-Nearest Neighbours classi ers.

Classi cation

Nous notons que les deux vectewse ouvs = (i1, i2), ¥ = ( ji1; j2) repesentent les formes
de conduite des dewéhiculesy; andv;. La di érence entre leurs formes de conduite @shie

par la distance de Minkowski entre ces deux vecteurs:

ﬁ . qq L . . . qq L
dvi;w)=[ s wsi19=[ i1 ju%*ii2z 2% (3)
s=1

La distance de Minkowski esegéralement utiliée aveq étantégala 1 ou 2, connus sous le nom

de distance de Manhattan et distance Euclidienne.
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Pour classer unéhicule arrivantve, sous notons un groupe de formation aveeéhicules
commeK = f(w;y)i = 1,2;::ngouyy = (i1 i2) andy, 2 f 1;1gdonne létiquette dev.
L' étiguette 1 signi e quew; est malveillant et; est Egitime.

La distance entre leéhicule arrivant/ et son voisin le plus proche pegtre repesenge par
argminfd(ve;%);1 i ngEt I'étiquette dev, dépend degtiquettes de seds voisins les plus

prochesk = 1;3;5; ::).

Optimisation

Dans cet article, nous proposons delgthodes pour limiter la complegitemporelle de I'algorithme
kKNN. L'une est néthode Sans Emoire: le sysime n'ajoute pas |'objet claBsdans I'ensemble
d'apprentissage, ainsi, la compleéxitlu temps n'‘augmente pas. L'autreéetinode est b&e sur
la similaritt des formes de conduite des utilisate@gitimes. Un vectew, = ( m1; m2) peut
étre utili® pour repesenter tous lea véhicules égitimes dans le groupe d'apprentissage, o
m1 = ‘P i1, me= -|n i2. Une fois le 0 + 1)eme \&hicule class comme&gitime,

Aftl(_a: the h+ l)tlrﬁ/ehicle is classi ed as benign, le vectagypeutétre misa jour en calculant
les valeurs moyennes aritl@tigues ponérées des 1y et p, OU ﬂﬂ =M m+ Ep)An+
1) et 212 = (N m+ @E12)An+ 1). Sinon, ce &hicule sera directement ajéut I'ensemble
d'apprentissage.

L'e caci€ de ces deux gthodes seravallee dans la section suivante en fonction éssittats

de la simulation.

Résultats Exp érimentaux

Précision de la Classi cation La Fig. 7 montre lesé&sultats de Bvaluation de la g@cision de
la classi cation.

De manere ¢erérale, ces trois gthodes peuvent atteindre unégision de classi cation sat-
isfaisante, respectivement 80%. De nemmiplus @taillee, les performances de l&thode Sans
Mémoire ne sont pas stables par rapport aux deux aufrnates. La riathode Memoire pésente
la meilleure pécision de classi cation. Dans plusieurssarios, elle a atteint unegmision de
classi cation de 100%. Et pour notreathode optimiée, ses performances sont plus stables que
la méthode Sans Emoire. Son point faible pourradtre le contble des erreurs, qui seévalle

dans la sous-section suivante.

Taux d'Erreur de Classi cation Comme le montre la Fig. 8, on peut constater que les per-

formances de &tection de la rathode Sans Bmoire ne sont pas stables, car Iégidions sont
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(a) Densié 26-30 &hiculegkm (b) Densié 30-34 &hiculegkm (c) Densit >34 vehiculegkm

Figure 7: Pecisions de la classi cation des groupes d'essai en trois dengé tra ¢ di érentes

(a) Densié 26-30 &hiculegkm (b) Densié 30-34 ehiculeskm  (c) Densié >34 vehiculegkm

Figure 8: Taux d'erreur de classi cation des groupes d'egsallesa l'aide de TPR et de FPR

prises uniquement en fonction du nombre lénite donées d'apprentissage. On pé&agalement
observer que la Athode Memoire et notre ethode optimiée fonctionnent bien erétiection ainsi
gu'en contble des erreurs. En particulier les performances de glentles erreurs de laéthode
Mémoire, qui peuvent atteindre un taux d'erreur de 0 dans certédnsgos. Pour notre athode
optimisee, le point faible potentiel pourrditre sa performance en nexgé de confile d'erreur, car
dans cette ithode, un ensemble de d@msétait remplaé par sa valeur moyenne. Cependant,
sur la base de$sultats de la simulation, nous pouvons constater que nd@tieoale optimiée a

egalement dorinde meilleurs@sultats que les @thodes Sans &Mmoire en contile d'erreur.

Relais Coop ératif pour le Brouillage du Canal de Contr  dle

Dans ce chapitre, nous nous concentrons sur la conception de contremesures pougtegodebl
brouillage du canal de coiile dans lesé&seaux @hiculaires, ce qui est d'une importance vitale
pour la £curie des communications I12¥A cet e et, nous proposons d'adopter les techniques de
relais coopratif pour Esoudre le proleime de brouillage du canal de cdiier dans lesé@seaux
véhiculaires, qui repose sur lgg que les &hicules sit@sa l'extérieur de la zone de brouillage

peuvent servir de relais pour aidetransmettre le signal du canal de cotgraux \ehicules vic-
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times par d'autres canaux de service sans brouillage. De cettemann scma multi-antenne
virtuel peutétre forne de plusieurs noeuds de relais a n de desservir de enamioogrative les
véhicules victimes. La abilié de la transmission peut airtsire angliorée en exploitant la di-
versié spatiale de ces noeuds de relais. Nous analysons les performances dmee dehelais
cooreratif anti-brouillage dans dérents senarios de brouillage et concevons un algorithme de
sélection de relais pour optimiser les performances des pébiules victimes. Lesgsultats de

simulation sont fournies pouednhontrer la performance du saha propos.

Modeles de R éseau

Etant doni I'emplacement (vim) du brouilleur (soit stationnaire ou en mouvement),les plages de
V et deR peuventétre cetermirees comme suit. Quier et P; se Eferent respectivemerst la
puissance @mission de RSU et du brouilleur, puis ughiculevy a I'emplacemenk est suppos

étre victime si son SINR (signal-to-interference-plus-noise ratio) estiexfr au seuil prescrit

PRX

SINR= < ;
Pjkx mk + 2

(4)

ou estl'exposant de path loss, et est la puissance de bruit. Notez que le bruit f#ee ignoé
par rapport au signal d'integfence puissam@mis par le brouilleur. Ainsi, la plage victime pour

et la plage de relais pol peuventtre obtenues comme suit:

V = fvyj < x< g (5)

X rg (6)

oua= (P%‘)l: .

Les emplacements deg&hicules peuveriitre mo@lises comme un PPP (Poisson Point Pro-
cess) homogne avec l'intensé [40, 41]. Ainsi, le nombre deéhicules dans une plage dd@m
suit une distribution de Poisson avec le taux

Dé nissons jj = disz\, comme la path loss normatie entre chaque paire de nceud de re-
laisvi 2 R et de nceud victime; 2 V, qui est un PPP non homege avec l'intensé (x) =

2pZ= x2= 1selon la tleorie mapping [42].

Analyse de Probabilit é d'Interruption

Nous supposons que la s&gte Decode-and-Forward (DF) est admppar les nceuds de relais

pour transmettre le message recu aékigules victimes. Soiergett repesentent le sign@mis
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et le signal regu respectivement. Ensuite, pour chagbiule victimev; 2 V, le signal regu d'un

véhicule relais/; 2 R peutétre dong par:

P— -
tij = Puhijkdijk ~%s+ no; (7)

ou Py est la puissance de transmission @hicule kd;j k =2 et hi; sont la path loss et le fading
multi-chemin entre les nceudsetv;. npest le bruit au noeud;, qui est suppadsétre une variable
aleatoire complexe gaussienne de moyenne nulle avec une variance urfitaire

Les signaux recus de tous les relais peuatrg cecocks avec le sédma MRC (Maximum
Ratio Combining) ou les sé&mas SC (Selection Combining), et les SNRs (Signal-to-Noise Ratios)

obtenus au nceud peuveniétre dongs par

P I
. Pyjhijj2kdijk
MRC: M= . (8)
et
. r\PZ%XPVJhijJdeijk
sc: $= . (9)
respectivement

En supposant que les canaux entre les relais et la victime suivent lelentel fading de
Rayleigh et soient ingpbendants entre les dirents relais, puiFs> Vi2R Pyjhijj?kdijk  estdistrib@ de
mankere exponentielle avec la moyenﬁqm Pukdijk  carhjjs sont mutuellement irgbendants,
et puis nous avonlg vi2r Pvkdijk = 1= P ijl, ou jj = kdijk =Py est la path loss normaése
telle que @ nie dans la section péméden\{iez.R

La performance de ce setna de relais co@patif peutétre caradrisce par la probabili
d'interruption P,. Pour le scema SC, la probabilt d'interruption d'un #hicule victimev; 2 V

est done par:

Poe=R(5<)
Y
-~ 10
=@ e Tuf(ipd i (10)
i Vi2R

ou f( ;) est la distribution commune pour tous lgss, qui est don@ par [43]:

s Yo
(i ap=e ™ o EPiz yooxt (11)

ij
i=1

De méme, pour le scdma MRC, la probabil@ d'interruption au @hicule victimev; peutétre
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donrée par:

PMRC_ P( m< )
=@ ep( P )T i (12)

ij Vi2R '

Dé nissonsQ( j) comme suit:

8
§ ‘i), sc

) = v,2R 13

Qi) = 21 exp( 4=—) MRC (13)

Ensuite, les probabikis d'interruption atteintes par ces deuxé&ttas peuverdtre expringées sous

une forme uniée: .

Po= Q(i)f(id ij: (14)

Probl eme de Sélection de Relais Anti-jamming

En pratique, la CSI (channel state information) entre lekiaules peugtre obtenue par des
mesures en ligne ou par un enregistrement de canal. Pagquerst, le gain de canél;; =
khijkPkdijk entre le nceud relais et le \ehicule victimev; peutétre supposétre connu, Et donc
le SNR kalisable sur un&hicule victimev; avec un sous-ensemblélsctionré de nceuds relais
Rs R peutétre dong par:

X ~

SNR; = PiHj (15)

vi2S

ouP;=P= 2estla puissance @mission normalise du nceud relaig.
Dans ces conditions, le principad dconsistea flectionner un sous-ensemble de nceuds relais

Sdans I'ensemble de relais canditqtde sorte que le SNR du piréRicule victime est maximés
ce qui peutétre formellement &@ni comme un probéme MMRS (Max-Min Relay Selection)

comme suit;

X ~
max min  PiH;jj
vj2Vv vi2R (16)
st Rd K;

ou la contrainte spci e qu'au plusK nceuds relais peuvestre €lectionrés, ce qui est bassur
I'nypothese que les transmissions de tous les rekliscionres sont planiées avec la gthode

TDMA (time division multiple access).
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Le probeme MMRS peutétre formué comme un proleime de linear integer programming

(LIP) comme suit:

X ~
max min X PiHj;
vj2Vv Vi2R
st: X K 8vj 2 V; (17)
Vi2R

x 2 f0; 1g 8vi 2 R;
ou x; est une variable d'indicateur pour indiquer si le noguest €lectionre comme un relais ou

non.

En introduisant un seuil auxiliaire (17) peugtre transforré en la formeéequivalente suivante:

max :
X A
sit: Xi PiHij ; 8vj 2V,
X" (18)
Xi K;8vi2R:
Vi2R

x 2 f0; 1g 8v; 2R,
Pour un seuil dor ", (18) cegérere en un proleime de @ri cation de faisabili, c'esta-
dire de \eri er si un sous-ensemble de€ relais peugtre troue de sorte que les SNR de tous les
véhicules victimes soient au-dessus du seuiCette \eri cation de faisabilieé peutétre gali€e

en esolvant un proleme MRS (minimum relay selection) comme suit:

X
min Xi;
Vi2R
X R
st: XPiHij ;8vj2V; (19)
Vi2R

X 2 f0; 1g 8vi 2 R;
qui tente de trouver le nombre minimum de relais lorsque les SNRs de toutes les victimes sont
satisfaits. Sile nombre de relais obtempartir de ce proleime MRS est swggieura K, puis (18)
est infaisable pour le doge”, ce qui suggre que est trop grand, le seuil doit doiétre dimine,

sinon nous pouvons augmentgoour obtenir un meilleur SNR pour toutes les victimes.

Evaluation de la Performance
Evaluation de I'Instantan &

Dans la Fig. 9, nous montrons la fonction de distribution cumulative (cumulative distribution func-

tion, CDF) des probabilis d'interruption obtenues par les éohas de relais co@patifs proposgs
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(a) Exponent de path loss= 2 (b) Exponent de path loss= 4

Figure 9: Distributions de probab#itd'interruption pour diérents seuils de SNR

sous di érents seuils de SNR, qui sont bassur la moyenne de 100 instaréardes emplace-
ments des &hicules et du brouilleur. On peut constater qu'en utilisant I€sehDT, la proba-
bilité de panne &asse toujours 95%, c'eatdire que plus de 95% des signaux ere®oyar le
RSU ne peuvent patre cecoes par les ghicules victimes, ce qui con rme l'impact signi catif
des attaques de jamming. Dans le cas d'uenscioa relais unique, nous supposons qu'un re-
lais unique est distritei uniformement dans la plage def], {f=]. Il est consi@e comme une
valeur moyenne parmi tous lesés@rios de relais unique, et lesultat de la simulation corre-
spondent bien avec I&sultat d'analyse. Le protocole de routaayérajets multiples est congu
sur la base du séma propos dans [34], a plusieurs routes de bout en bout soglestionres
en fonction de leur histoire de la disponildliet I'un d'entre elles est choisie pour livrer des pa-
guetsa un moment dorin Ainsi, le PDR de chaque lien dans ce chemin @it misa jour. On
peut constater qu'aps l'implémentation du protocole de routage par trajets multiples, la proba-
bilité d'interruption est cons&tablementé&duite et est iréfrieurea la valeur moyenne de tous les
scenarios de relais unique, ce qui segg qu'en tirant parti du gain de diversipropog par les
nceuds voisins, le protocole de trajets multiples peut prendre de boecisds de routage, ce
qui contribuea antliorer les performances anti-jamming. Toutefois, dans le cas @ecision
de routage est prise sur la base de I'historique de dispokgildlitchemin et que état du canal
de chaque lien n'est pas survéilen tempséel. Par cortxjuent, le cheminéectionré par ce
protocole de routage de couche MAC n'est pas toujours le plus apprdpmi utilisant le scbma
SC, le nceud de relais avec le meilleur canal vers &scules victimes esg&sectionrgé, de sorte
gue les performances sont coresigblement akliorées par rapport aux 8pariosa relais unique.
En n, on peut constater que la&thode MRC surpasse tous les autre€rsts dans toutes les

conditions, car la contribution de tous les nceuds relais est pleinement e&ploit
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Evaluation des Sch émas de S élection de Relais

Dans la Fig. 10(a), nous montrons les misepur de ; | et y au cours de la pr@dure de
bissection de I'Algorithme 1. On peut observer que leptimal peutétre troue apes 7 tours,
ce qui est beaucoup plus rapide qu'unéthode de recherche énire nave, et les esultats sont
les némes pour les sémas HMRS et OMRS. Pouévi er les détails de ces deux seémas, nous
montrons les relais&tectionrés par ces deux semasa chaque &ration dans la Fig. 10(b)(Notez
gue le probdme de MRS est infaisable aux ler, 3e et Bealions, donc I&s retourré est vide).

On peut voir que les relai€kectionrés par ces s@mas peuverdtre di érents.

(a) Convergence de HMRS et OMRS (b) Relais glectionrés par HMRS et OMRS

Figure 10: Comparaison des HMRS et OMRS (Contrainte deénare relaik = 8).

Dans la Fig. 11, nous montrons la probagilit'interruption obtenue par ces algorithmes de
selection de relais. On peut constater qu'au fuaehesure que le nombre de nceuds de relais
augmente, la probabiéitde panne diminue progressivement et l&&sth HMRS surpasse celui des
deux autres s@mas dans toutes les conditions. En particuliécdrt de performance est le plus
important pour les gmariosa relais unique. Ainsi, lorsque le nombre de nceuds de redpiasse
un certain nombre, |'aglioration des performances devient marginale, ce qui est partielleient d
a la topologie particuéire des&seaux &hiculaires, c'est-dire que plus les nceuds de relais sont
éloigrés des nceuds victimes, moins leur contribution faite au SNR c@nBiar consquent, les
nceuds de relais doiveatre choisis judicieusement en fonction du SNR requis. Nous pouvons voir
gue lorsque le nombre de relaislectionrés est sugrieura 5, les performances du gsgha ORS
sont ties proches de celles du étha HMRS car les relai€kectionres sont fondamentalement
similaires dans les deuxé&thodes. Plus deathils sont monés dans la Fig 12 pour les probal@ht

d'interruption atteintes par ces sgates avec un seuil de SNR de 15 dBm.
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Figure 11: Distributions de probabaitd'interruption pour diérents seuils de SNR

Figure 12: Distributions de probab#itd'interruption pour diérents nombres de nceuds de relais

( =15).

Beamforming Coop ératif de anti-jamming

Dans ce chapitre, nous examinons lérsario dans lequel le RSU ésquipe de plusieurs antennes
pouvant servir simultédmenta plusieurs groupes dekiiculesa I'aide de la technique de beam-
forming multi-groupe et multi-cast [44]. Cependant, en raison des értes provodes par le
brouilleur, tous les &hicules ne peuvent pagabder les signaux souh@étdu RSU. En guise de
solution, nous proposons un &ha anti-brouillage en dewtapes. Les&hicules qui ont dcoce
avec suces le signal recu au premiétage seront&ectionrés en tant que relais pour desservir

les \ehicules victimes en coé@pation dans le deugimeétage en utilisant les technigues de beam-
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forming coordon@é sur un canal de service sans brouillage. En tirant parti du gain multi-antenne
fourni par le RSU et de la diversitspatiale fournie par le€hicules relais, la abilié de trans-
mission de tous leséhicules peuétre consi@rablement aglioree sous la menace d'attaques de

jamming.

Modele de Syst eme
Modele de Réseau

Dans cet article, nous nous concentrons sur un segment de la route couvert par ureBSjuesp
qui estéquige deL antennes (Fig. 13). Un brouille@rune seule antenne et plusieuéhicules
|égitimesa une seule antenne sont &udans la zone de transmission du RSU. Sans perte de
géreralite, le RSU est suppé£tre sitie a 'origine avec une plage de transmissiorrdeetres, et

donc le brouilleuvmyet les \&hicules sont&partis dans la plage der r].

Figure 13: Reseau &hiculaire dans la zone de couverture d'un R8ahtennes multiples

Modele de Signal

Selon la proédure de relayage gcitee, le systme anti-jamming peudtre divi€ en deuétapes.
Dans la prengreétape, le RSU transmet simul&ment les signaux de cobte de tous les groupes
en utilisant la techniqgue de beamforming multi-groupe et multi-cast [44]. Puis le signal recu au
véhiculev; (denoted as vehiclein thei-th group) peuétre doné comme:
H X H PS-
Yik = Uih's + Uph 'Sp+  PmJkSm + N (20)
p, i
ou le premier terme est le signadsié par tous les@&hicules du groupe Le deuxeme terme cor-

respond aux signaux d'interference provenant d'autres groupes. Lemaserme est l'inteérence

provoqtee par le brouilleur, @ sy, et P, sont respectivement le sigriinis par le brouilleur et sa
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puissance @mission, etl est le gain de canal entre le brouilleur et &hiculek. ngil est le bruit
additif blanc gaussien awehiculek, oungy CN (0; ﬁ).

En supposant que les signaux de col&trle signal de brouillage et le bruit soient statistique-
ment incependants, le SINR (signal-to-interference-plus-noise ratio) swgteulev;x peutétre

obtenua partir de (5.1) comme:

SINR juihic 7 1)
ik = P - - — :
D iduph 2 +Pmj 2+ 2
Le débit de donkes éalisablerj au \Eehiculev;« peutétre dongé par:
rik = Blog(1+ SINRx); (22)

ou B est la largeur de bande de canal en hertz.

Lors de la preméreétape, certainsédhicules peuvent ne paéabder le signal recu du RSU, qui
est teclagé victime. Ensuite, lors de la de@xneétape, I'ensemble deshicules qui ont dcode
les signaux avec sues sera@ectionre comme relais pour retransmettre les signaux aux victimes
du méme groupe par le biais d'un canal de service sans brouillage en utilisant EgErBt-

(decode-and-forward). Puis le signal recu sur &higule victimev;x peutétre repésené comme:

ik = Wiges +  Wpgh'sp + ni: (23)
p, i

Semblablea (5.2), le SINR sur un&hicule victimev;.x peutétre dong par:

jwigy! j2
INRy = Pr—————— (24)
pi ] WpGy J©+
et le cebit de donges ealisablak sur un \&hicule victime; peutétre doné comme:
fix = Blog(1+ S]NRi;k)Z (25)

De méme,rix doit &tre su@rieur au seuil pour que le @hicule victime puisse&toder le

signal recu des relais avec sasc

Probl eme de Beamforming d'Anti-jamming Cooperative

Du point de vue d'anti-jamming, il est souhaitable de maximiserdeitdde donges minimum
de tous les &hicules sous l'intedrence de brouilleurs dans le canal de dietrqui peutétre

formellement éclagé en tant que probme de conception de beamforming :
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WRAX AR fminfminfrisg Minfi90 (26)
xXo

st: kuik,  Po;  8i; (26a)
i=1

kwikls  Pik; 8i;8k 2 R;; (26b)

Ri\V i=3;; 8i; (26¢)

ou (26a) et (26b) correspondent aux contraintes de puissance du RSU et des relais, respectivement.
Po et Pk repésentent les bilans de puissancendission du RSU et dughiculevi. (26¢) pécise
gue chaque &hicule ne peut padtre un relais ou une victime eneme temps

Ainsi, le probeme (26) peuétre reformué comme suit:

max 27)
X

st: kuiks  Po; 8i: (27a)
i=1

kwikls  XikPik; 8i;8k 2 Nj; (27b)

ik Mi1(1  Xx); 8i;8k2 Nj; (27c:1)

fik  MaXik; 8i;8k 2 Nj; (27¢:2)

Xk 2 f0;1g 8i;8k 2 Nj; (27d)

qui est un prol#me MINLP (mixed-integer non-linear programming), which is a mixed-integer
non-linear programming (MINLP) problem, et la solution optimale estaile a obtenir en temps
polynomial. Dans ce qui suit, nous proposerons quelquesnsas d'approximation et de relax-

ation pour transformer ce prayhe en une forme manipulable et ainsi@saudre e cacement.

Approximation du probl eme et Relaxation

Approximation de “g-Norme Liss ée

Dans (27),%ik indique l'identi& du \ehiculevix et sgeci e que la contrainte (27c:1) devrait
s'appliquer si le ehiculev;k est £lectionre comme relais (i.eXx = 1); sinon (i.e.; Xi), (27¢:2)
devraitétre satisfait puisqu'il s'agit d'une victime.

En solution, on peut approcher lgnorme discontinue diew; k3 avec une fonction continue,

lisse et concave comme suit [45]:

w2
i f(kwikd) =1 exp( —kkz); (28)
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ou > 0 estun paraetre pour confiler la lisse de I'approximation. Enégéral, un plus petit
conduita un meilleur esultat d'approximation et un plus grand conduit normalemeatune

approximation plus lisse. Plus détdils sur le gglage de peuventtre troues dans [46].

Détente Semi-d é nitive

Pour rengdiera la non-concavét der; et derjy, nous adoptons la @thode de relaxation semi-
dé nie (semi-de nite relaxation, SDR) propég dans [47].

De cette facom;x peutétre repesené comme:

tr(Uihkth)

rixk =Blog(1+ P — )
| b i tr(Uphkhl) + P j Jcj2 + ¢
xo xo
=Blog( tr(Uihgh{) + Pmj kj?+ 2) Blog( tr(Uphkhl) + Pmj J >+ 2)
i=1 pv i
=yk(Ui)  z(Up); (29)

ou yk( ) etz( ) sont concaves par rapport aux matricket Up,.

De méme i peutétre repésené comme:

tr(Wigkgl) )

B, tr(w ngg:: )+ E

. H 2 2 H 2

=Blog( tr(Wigkg,)+ ) Blog( tr(Wpgkg)+ )
i=1 p, i

fik =Blog(1+ P

=%(Wi)  Z(Wp); (30)

ou Yi( ) etZ( ) sont concaves par rapport aux matrigéset W .

Proc édure Convexe-concave

Ce type de proldme DC peugtre ©€solu en utilisant la pra@&dure convexe-concave (convex-
concave procedure, CCP) [48]. L&d de base est&trire chaque fonction non Eaire comme
la somme d'une fonction convexe et concave, puis de convexi er le problen remplacant la
partie concave par leurs extensions de Taylor du premier ordre, pugsdedre successivement
une €quence de sous-praphes convexes. Plusgm€ment, la CCP commence par un point

initial X, eta chaque #&rationt résout un sous-probine convexe:

max (31)

st: z20) +5z(dNT(x x9) +yi(x 0 8i;

ou x |a solution optimale obtenuel'it ération pecedente.
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De cette facon, le probme (27) peugtre transforré en une squence de sous-pr@hes

convexes comme suit;

max (32)
sit: tr(U;) Po O; 8i; (32a)
Wik (1 exp( “¥)Py 0 8i8k2 N, (32b)
he(Ui) + Za(UpiUp)  MiD (WixiWix) O; 8i;p;8k2 Nj; (32c:1)
h(Wp) + Z(WoWo(L exp( ) o) siipisk2N;  (32c:2)

U 0 and W; O0; 8i: (32d)

Résultats de simulation

(a) S&narioa groupe uniquen(= 1; N = 15) (b) Scenarioa groupes multiples(= 2;N; = N, = 8)

Figure 14: Convergence de quatre algorithme®ints dans diérents seénarios

Dans la Fig. 14, Nouséamontrons le comportement de convergence de ces quaémash
di érents dans les énariosa groupe unique et groupe multiple. On peut constater que, dans
les deux senariosa I'exception du scema HRBF, tous les autres g€rhas convergent rapidement
vers le point stationnaire. De plus, la capaciti €seau obtenu est nettementiarée en utilisant
le sclema ORBF. Le s@dma HRBF &galement de bonnes performances par rapport a@asch
de DBF et FRBF. Cependant, latgrmination du jeu de relais apprdaogrend plus de temps. On
peut constater que le relais de bottleneoktidinglement est placde marére £quentielle dans
I'ensemble des victimes, ce qui permet d'augmenter progressivement la éaghagseau au fur
et a mesure que le nombre de naeuds de relais diminuedh@wles sur 15 dans le &tarioa

groupe unique et 12 sur 16 dans Iésarioa groupes multiples).
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(a) S&narioa groupe unique (b) S&narioa groupes multiples = 2

Figure 15: CDF de la capaéitéseau atteinte sous dirents statuts

Dans la Fig. 15, nous montrons la fonction de distribution cumulative (cumulative distribution
function, CDF) de la capaétdu Eseau&ali par ces quatre&agimes dans diérentes conditions
de canal, qui sont obtenus sur la base de 5@0agos di érents. On peut constater que, dans les
deux sénarios, le scbma ORBF propdssurpasse les trois autres, et que leesth HRBF peut
atteindre des performances sous-optimales par rapport @nsc®RBF, en particulier dans le
scénarioa groupe unique. En particulier, on peut constater que, selonénscBBF, la capadit
du réseau est ifrieurea 1 bits/Hz, ce qui @montre l'impact signi catif de I'attaque de jamming

dans le canal de coidile.

(a) S&narioa groupe unique (b) Se&narioa groupes multiples = 2

Figure 16: CDF de la capaéitde Eseau &ali€e par le scbma ORBF avec dierents nombres

d'antennes
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Dans la Fig. 16, Nous tracons la CDF de la cafgadié Eseau &ali®e par le sygime ORBF
avec les diérents nombres d'antennes, chaque courbe est obtenue sur la base denadidsc
di érents. On peut clairement constater que dans Esasimsa groupe unique & groupe mul-
tiples, la capacé de Eseau obtenue augmente avec le nombre d'antennes, en particulier dans les
scénariosa groupes multiples, ce qui est raisonnable, car plus le nombre d'antengésesplus

la diversig peutétre exploiee comme une contre-mesure des attaques de jamming.

(a) S&narioa groupe unique (b) S&narioa groupes multiples = 2

Figure 17: Capadi moyenne duaseau par rapport au nombre dshicules

En n, nousétudions la capad@tdu Eseau avec un nombre drent de ehicules. Nous con-
siderons trois scdmas di érents. Le nombre d'antennes eséal = 8, et le nombre deéhicules
varie de 5a 15 dans les émariosa groupe unique, de®16 dans les émariosa groupes multiples.
Dans la Fig. 17, chaque point est la moyenne éssiltats de 100 simulations. On peut constater
gue la capaci du Eseau&ali€e par 'ORBF reste stable dans drentes conditions. Cependant,
a mesure que le nombre déhicules augmente, la cap&cile Eseau moyenne atteinte par les
sckemas FRBF et HRBF est utiés progressivement. La raison en est que lorsque le nombre de
véhicules est faible, il est possible pour lesé&tias FRBF et HRBF deekectionner les i@mes
relais que pour le s&ma ORBF. Cependant, ces deux&ulas ne parviennent padrouver les
relais optimaux avec I'augmentation du nombre dhicules, legcarts de performances sont donc

consictrablement augmess.
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Conclusions et Travaux Futurs

Résumé de These

Dans cette thse, nous nous sommes concessur deux probimes majeurs de la couche PHY et
de la couche d'application: les attaques jamming de raglipfence et les attaques Sybil.

En particulier, nous avons ad@ptrois nethodes diérentes de machine learning pour la
détection des nceuds Sybil: Distance based clustering, Support Vector Machine (SVM) et k-nearest
neighbours (KNN). Bassur la base de la variation entre I&hicules &gitimes et les nceuds Sybil
dans leurs formes de conduite, les naeuds virtuels inexistants péinediteces.

Pour les attaques jamming de rad@&tfuence, nous nous sommes con@msur la concep-
tion de contremesures pour le prebie de brouillage du canal de cdié dans les éseaux
véhiculaires, ce qui est d'une importance vitale pourdewsi€ des communications 12V. Ainsi,
nous avongtendu les proleimes de jamming dans leesarios RSU multi-antennes, dans lesquels
la RSU peut desservir plusieurs groupes éhigules simultadmenta l'aide de la technique de
beamforming multi-groupe et multi-cast . En guise de solution, hous proposons ameyasti-
jamming en deuxktapes. Les&hicules qui ont écode avec suces le signal recu dans la preane
etape seronté&ectionreés en tant que relais pour desservir en @apon les ehicules victimes
dans la deuxameétape en utilisant les techniques coordeemde beamforming sur une canal de

service sans blocage.

Travaux Futurs

Dans cette thse, nous nous sommes concesatsur l'anti-lamming des transmissions downlink

(de la RSU aux &hicules), il serait donc iatessant de con®der les transmissions uplinkuo

la RSU est la cible des attaques de jamming. Emma temps, sous examinerons la conception
anti-lamming de beamforming sous I'nypese d'informations de station de canal partielles, ce
qui peut Eduire considrablement I'overhead pour la mesure du canal ou pourdeqatage de

beamforming.



xIv




xIvi R ésune Détaillé de la These




Chapter

Introduction

1.1 Background and Motivations

Vehicle communications are becoming increasingly popular, propelled by navigation safety re-
quirements and by the investments of car manufacturers and Public Transport Authorities. Ve-
hicular networking has signi cant potential to enable diverse application associated witb tra
safety, tra c e ciency and infotainment.

These networks are attracting considerable attention from the research community as well
as the automotive industry. High interest for these networks is also shown from governmental
authorities and standardization organizations. To establish a large-scale cooperative network, sev-
eral standardization @rts has been provided focusing on vehicular communication architecture
and protocol standards and can be geographically grouped. In USA, the Dedicated Short-Range
Communications (DSRC) standards suite [1] is based on multiple cooperating standards mainly
developed by the IEEE. In Europe, the ETSI TC ITS working group de nes standards for Intelli-
gent Transport Systems (ITS) systems [2]. Moreover, the Car-to-Car Communication Consortium
(C2C-CC) [49] has been initiated in Europe by car manufacturers and automotive OEMs (original
equipment manufacturers), with the main objective of increasing road:tsafety and e ciency
by means of inter-vehicle communication. From the government side, the project SCOOP@F [50]
is announced by the French Minister of Transport in the year of 2014, in order to improving road
safety, optimizing tra c management and eiency, optimizing infrastructure management costs
and developing new services and making vehicles t for the future.

Nowadays, vehicular networks are promising in a number of useful driver and passenger ori-
ented services, which include Internet connections facility exploiting an available infrastructure
in an “on-demand” fashion, electronic tolling system, and a variety of multimedia services. It

covers all modes of transport and considers all elements of the transportation system: the vehicle,
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the infrastructure, and the driver or user, interacting together dynamically. The overall function
of vehicular networks is to improve decision making, often in real time, by transport network
controllers and other users, thereby improving the operation of the entire transport system.

Beyond all their bene ts, the vehicular networks raise new challenges regarding the security
and the privacy protection. As mentioned previously, vehicular networks is expected to propose
four major types of services: safety messages exchange, internet connection, location based ser-
vices and user privacy protection. Safety in these networks is crucial because tleat# the life
of humans. A statistic that was made by the European Commission shows that in 2014, more than
25 000 people died on the roads of the European Union, and for every death on Europe's roads
there are an estimated 4 permanently disabling injuries such as damage to the brain or spinal cord,
8 serious injuries and 50 minor injuries.

It is essential like that the vital information cannot be modi ed or deleted by an attacker and
must be also determine the responsibility of drivers while maintaining their privacy. In vehicular
networks, the safety and security of the network architecture and protocols are of vital importance,
which have been the central theme of the standardization in both USA and Europe. In general, the
provided security services are based on three major mechanisms: Encryption algorithms, Public
Key Infrastructure (PKI) and Pseudonymous. These security services provide basic protection
for the privacy of users and integrity of messages in vehicular networks. However, there remains

several critical issues in vehicular networks, which are listed as follows:

Identity management issue The privacy protection especially the using of pseudonyms
cause the vulnerability to the Sybil attack. After the request of pseudonyms, vehicles would
use the pseudonyms as communication identities. Each pseudonym valid has its own key
pair of signature. Therefore the integrity and non-repudiation of information can be ensured.
In this case, while one vehicle using several pseudonyms together at the same time, each

pseudonym is an individual vehicle in the view of other users.

Availability issue: Availability is always vulnerable in networks, especially in wireless
environments. In vehicular networks, the control channel plays an important role, a large
number of safety-related are transmitted from the RSU to users in the control channel. If the
control channel is under persistent jamming attacks, the victim vehicles may fail to receive
the safety related messages from the RSU, which can possibly cause tremendous economic

loss and claim human lives.

Some salient features of the vehicular networks making it nontrivial to address these issues
with existing schemes. Speci cally, for Sybil attacks, the proposed detection methods can be di-

vided into secure key based methods [6, 7, 8], resource testing based methods [6], reputation based
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methods [9] and position based methods [10, 11, 12, 13, 14]. However, in vehicular networks,
malicious nodes can easily get several legal identities (e.g., Pseudonymous), then the trusted cer-
ti cation based prevention methods would not work in this case; Using resource testing based
methods, one major drawback is the Sybil identities cannot be distinguished from normal users;
With the reputation system, malicious nodes can still have time to get good reputations since they
only need to launch the attack during rush hour in order to maximize the pro t that is earned by
obstructing some vehicles from their paths. Meanwhile, the position veri cation technique could
be a promising solution to detect and locate the Sybil nodes, but this type of methods are costly

while the tra ¢ density is high, and the motivation of users is also questionable.

For RF jamming attacks, the anti-jamming schemes proposed for the traditional wireless net-
works are designed majorly using spread spectrum (SS) communications [15, 25, 26], multi-
antenna techniques [16, 31, 32] and cooperative scheme [34, 35, 36]. However, in vehicular
networks, rstly, according to the IEEE 802.11p protocol, only one control channel is available
for the transmissions of safety related messages in vehicular networks, and thus it is impossible
for the RSU to switch to other channels if the control channel is jammed. Secondly, although
multi-antenna techniques have been deemed asexttige anti-jamming solution, but the specic
antennas have not been widely used on the vehicles due to the mobility and power constraint of
vehicles. Last but not the least, the mobility of vehicles is limited by road space and road tra
density, and thus it is dicult for the vehicles to escape out of the jamming area if the attack is
launched by a neighbouring vehicle. Therefore, it remains a challenging issue to address these

issues in vehicular networks. More detail about the related work can be found in Chapter 2.

1.2 Thesis Overview and Organization

Motivated by the challenges pointed out previously, we conduct a systematic research in this thesis
on misbehaviour detection and prevention in vehicular networks by focusing on several represen-
tative research problems of both fundamental and practical importance. Speci cally, we address
two major security issues in this thesis: Sybil attack and radio frequency (RF) jamming attacks.

Ranging from theoretical modelling and analysis, to practical algorithm design and optimisation.

In our thesis, we adopt a research and exposition line from theoretical modelling and analysis
to practical algorithm design and optimisation. Fig 1.1 illustrates the structure of our thesis. In the
remainder of this section, we provide a high-level overview of the technical contributions of our

thesis, which are presented sequentially in Chapter 2-5.
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Vehicular Networks and Security Issues
(Ch.2)

Sybil Attack Detection in Vehicular Networks

(Ch.3)

Introduction || Conclusion
(Ch.1) (Ch.6)
Cooperative Relaying for Control Channel Jamming
(Ch.4)

Cooperative Relay Beamforming for Control Channel Jamming
(Ch.5)

Figure 1.1: Thesis organization

Chapter 2: Vehicular Networks and Security Issues In this chapter, we brie y introduce

the standard sets proposed by the IEEE and the ETSI, compare thereaices on the architecture,
applications and security services. Thus, based on the widely used defending systems, combined
with the security requirements of vehicular networks, we con rm that the Sybil attack and the
RF jamming attack are the two major threats to the vehicular networks. Afterwards, based on
the schemes proposed in the related work, we discuss carefully the suitable solutions in vehicular

communication environments.

Chapter 3: Sybil attack detection in vehicular networks In this chapter , we focus on the
Sybil attack detection in vehicular networks based on the vehicle driving patterns. Relying on
beacon information, we designed a data format Driving Pattern Matrix (DPM) to describe vehicle
driving pattern within a time period. Thus, three drent machine learning methods: Distance
based clustering, Support Vector Machine (SVM) and k-nearest neighbours (KNN) are considered.
The main idea is to evaluate the similarity of vehicle driving patterns, then based on the variation

of vehicles' driving pattern to distinguish the malicious nodes from the benign ones.

Chapter 4: Cooperative relaying for control channel jamming issues In this chapter, we
propose a cooperative relaying scheme to circumvent the control channel jamming problem in
the vehicular networks, whereby the vehicles outside of the jamming area serve as relays to help
forward the received control channel signal to the victim vehicles through another jamming-free
service channel. By combining the signals from all relays using the Selection Combining (SC) or
Maximum-Ratio Combining (MRC) methods, the spatial diversity provided by the relays can be
e ectively exploited to reduce the outage probability of the victim vehicles. Theoretical models
are developed to characterize the performance of this cooperative anti-jamming relaying scheme,

which take into account both the large-scale path loss and small- scale channel fading between
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relaying and victim vehicles under dérent jamming scenarios. We also propose a relay selection

scheme to optimize the performance of the victim vehicles under the relay number constraint.

Chapter 5: Cooperative Relay Beamforming for Control Channel Jamming in Vehic-
ular Networks  In this chapter, we extend the anti-jamming problem into multi-antenna RSU
scenarios and propose a two stage anti-jamming scheme, whereby the vehicles who have suc-
cessfully decoded the signal received in the rst stage will be selected as relays to cooperatively
serve the victim vehicles in the second stage using the coordinated beamforming techniques over
a jamming-free service channel. By taking advantage of the multi-antenna gain provided the RSU
and spatial diversity provided by the relay vehicles, the transmission reliability of all vehicles can
be signi cantly improved under the threat of jamming attacks. The anti-jamming beamformer de-
sign problem is formulated as a Mixed-integer Nonlinear Programming (MINLP) problem, which
is intractable in general. We address this challenging problem by reformulating it as a sequence
of convex sub-problems using the semi-de nite relaxation (SDR) and convex-concave procedure
(CCP) methods, and then propose an iterative algorithm to nd the approximate solution for the
convex sub-problems.

Finally, Chapter 6 concludes the thesis with the summary of the overall results and the per-

spective for the future research.
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Chapter

Vehicular Networks and Security Issues

In this chapter, we introduce the general architecture of a vehicular networks and the standard sets
proposed by the IEEE and the ETSI, compare theiedinces on the architecture, applications

and message format. Afterwards, we discuss the security issues in vehicular networks via analyse
the security requirements, existing defending systems and mechanisms. Thus, we con rm that
the Sybil attack and the RF jamming attack are the two major threats to the vehicular networks.
Afterwards, based on the schemes proposed in the related work, we discuss the suitable Sybil

detection and anti-jamming schemes in vehicular communication environments.

2.1 Vehicular Networks

A vehicular network is a generic term for the integrated application of communications, control
and information processing technologies to the transportation system. It covers all modes of trans-
port and considers all elements of the transportation system the vehicle, the infrastructure, and
the driver or user, interacting together dynamically. Its overall function is to improve decision
making, often in real time, by transport network controllers and other users, thereby improving

the operation of the entire transport system.

2.1.1 Vehicular Networks Architecture

As shown in Figure 2.1, is a fundamental architecture of ITS, which includes vehicles, Road-
side Unit (RSU) and backbone networks, such systems will need to support both vehicle-to-
infrastructure (V2I) and vehicle-to-vehicle (V2V) communications.

In vehicular networks, each vehicle takes on the role of sender, receiver, and router to broadcast
information to the vehicular network or transportation agency, which then uses the information to

ensure safe, free- ow of trac. For communication to occur between vehicles and Road Side
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Figure 2.1: The architecture of vehicular networks.

Units (RSUs), vehicles must be equipped with some sort of radio interface or On Board Unit
(OBU) that enables short-range wireless ad-hoc networks to be formed. Fixed RSUs, which are
connected to the backbone network, must be in place to facilitate communication. The number
and distribution of roadside units is dependent on the communication protocol is to be used.

To establish a cooperative system, several standardizatiomsehas been provided focusing
on the communication architecture and protocol standards. In USA, the Dedicated Short-Range
Communications (DSRC) standards suite is based on multiple cooperating standards mainly devel-
oped by the IEEE. In Europe, the ETSI TC ITS working group de nes standards for ITS systems.
Furthermore, two main ITS organizations emphasizing the ITS related cooperative work can be
identi ed: CAR 2 CAR Communication Consortium and Safety pilot. More details are given in

the following subsections.

2.1.2 Vehicular Networks Standards

DSRC/WAVE Standards  The IEEE WAVE communication architecture is based exclusively on
the top of IEEE 802.11p. In the literature, often DSRC (Dedicated Short Range Communications),
WAVE (Wireless Access in Vehicular Environments) or even IEEE 802.11p are used to designate
the entire protocol stack of standards dealing with VANETS. Full-use WAVE standards are in the
process of being published as illustrated in Figure 2.2. It is made up of two sub-standards.

For a maximum of interoperability and for the purpose of standardization of frequencies with
which the VANETs work, the U.S. government represented by the FCC (Federal Communication
Commission) attributed the band 5850 to 5925 GHz (75 MHz band wide) [51]. This band is known
as Dedicated Short Range Communications (DSRC). The use of the DSRC band is not subject to
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Figure 2.2: DSRGNAVE Standards [1].

a license, but rather to strict rules of use.

The WAVE IEEE 1609 family (Standard for Wireless Access in Vehicular Environments) de-
nes an architecture and a complementary set of standardized protocols, services and interfaces
that allow all WAVE stations to operate in a VANET environment and establish Vehicle to Vehi-
cle (V2V) and Vehicle to Infrastructure (V2I) communications. The WAVE architecture de nes
also the security of exchanged messages. WAVE Standards form together the basis for the imple-
mentation of a wide set of applications in the transportation domain, they include vehicles safety,

automatic tolls, improved navigation, tr& management and many other applications [51].

ETSI Standards The ETSI TC ITS is organized on ve working groups. WGL1 develops the
basic set of application requirements and services, WG2 provides the architecture speci cation
and addresses the cross layer issues, WG3 provides network and transport protocols for ITS G5,
WG4 provides the media investigation of IEEE 802.11p, and WG5 works with the security system.
As shown in Figure 2.3, the ETSI ITS-S communication architecture is described in ETSI
standard EN 302 665 [2]. It consists of four layers: access, netwdtiangport, facilities and
applications.
After detailed the communication architectures of IEEE DBR&/E and ETSI standards, a
brief comparison is shown in Table 2.1. We can nd out that in the architecture of IEEE, the lower
layers (PHY and MAC) are rely on the protocol IEEE 802.11p. This protocol is the only choice
and can be used for scenarios where the focus is on short range communication. It is very suitable
for safety messages as it uses the concept of the dedicated CCH through which which urgent tra

can be prioritized. And in the access layer of ETSI standarcréint technologies are combined
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Figure 2.3: ETSI Standards [2].

(802.11p,3G,4G,satellite). Therefore, the implementation with interface handover is a tough job,

which may impact the communication eiency.

Table 2.1: Comparison between DSRVAVE and ETSI

DSROQWAVE ETSI
Application Safety or Non-Safety Road Safety, Trac E ciency and Others
Transport | TCPUDP WSMP TCPUDP BTP
Networking IP IP GeoNetworking
LLC IEEE 802.2 IEEE 802.2
Range 802.11p WBSS 802.11p (enable outside the context of a BSS)
Channel SCH CCH'SCH SCH CCH'SCH
PHY 5.9 GHz ITS-G5

Furthermore, the comparison messages are presented in Table 2.2. In this table we can nd
out that both architectures support TiHPprotocol stacks and the IP packets can be well used
for multi-media contents. Otherwise, speci ¢ network and transport protocols are de ned in each
architecture(WSMP in WAVE, BTP & GeoNetworking in ETSI), which have privilege to transmit

messages using CCH, in order to improve the safety argdemcy of road tra c.
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Table 2.2: Message Delivery in Both Architectures

DSRCQWAVE ETSI
Message | IP Packet | WSM WSA | IP Packet | CAM DENM IP
Size 1500 bytes 1500 bytes
Transport | TCPUDP WSMP TCPUDP BTP
Networking IP IP GeoNetworking
Address IPv6 PSID IPv4/IPv6 ITS-ID
Channel SCH CCH SCH SCH CCH SCH

2.2 Security Requirement

As one type of wireless access network, vehicular networks is vulnerable éoedit kinds of
attacks. Therefore, the security is an important topic for both research and industrial development.
The security requirement in vehicular networks can be roughly described by using the following

properties:

Authenticity : both entities and messages need be authenticated for the reason rstto prevent
external attacks. Secondly, to ensure the received message is came from a reliable resource,

which is not fabricated by a fake node.

Integrity : ensures that a message was not altered between the moment it was sent and
received as the received message must match the message sent. Then the receiver is able
to corroborate the sender's identity during the transmission. Integrity protects against the

unauthorized creation, destruction or alteration of data.

Non-repudiation: ensure that after the authentication and integrity checking, the entity

cannot deny having participated in a communication event.

Con dentiality : ensure that the con dential and sensitive information is well encrypted
during communication procedures. External nodes are not able to understand con dential
information. However, con dentiality is not always necessary in vehicular networks, most

safety-related messages like beacons do not contain sensitive information.

Availability : the network and applications should remain operational even in the presence
of faults or malicious conditions. This requires not only secure but also fault-tolerant design,
resilience to depletion attacks, as well as survivable protocols, which resume their normal

operations after faulty participants removed [52]. Furthermore, under some special condi-
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tions like tra ¢ congestion, network should also be able to change some parameters like

beacon frequency in order to ensure the availability of channel resource.

Privacy and Anonymity: most privacy issues are related to position and identi ers in ve-
hicular networks. Therefore, in order to protect the position and identity privacy, it should
be impossible for any observer to learn if a speci ¢ vehicle has transmitted or will transmit

a message, and it should be also impossible to link any two or more messages of the same

vehicle [53].

However, it is impossible to satisfy every requirement. For example, in order to con rm the
authenticity and integrity of beacon message, a public key certi cate and a signature of sender are
always encapsulated in transmission frame. On the other hand, these security mechanisms lead to
a signi cant consumption of communication bandwidth and processing power [54], whatt a
the availability of the network. Otherwise, there exist always a tradamong system eciency,

security, and privacy during communication procedures [4].

2.3 Security Services

Vehicular communication security has drawn much attention in recent years, many security mech-
anisms have been proposed and several of them are normalized and recommended by IEEE and

ETSI. In this section, we detail the security services recommended by IEEE and ETSI.

2.3.1 |IEEE 1609.2 Standard

Security services recommended by IEEE are specied in IEEE 1609.2 standard [3]. It de nes
secure message formats and processing for use by Wireless Access in Vehicular Environments
(WAVE) devices, including methods to secure WAVE management messages and methods to se-
cure application messages.

Generally speaking, the security services de ned in IEEE 1609.2 standard manage everything
dealing with the encryption and decryption of secured data, certi cate generation and validation,
as well as signature generation and validation, all of which are supported by elliptic curve cryp-
tographic (ECC) methods. It also describes administrative functions necessary to support the core
security functions.

For more details, the following mechanisms are de ned in this standard:
Two types of entities: Certi cate authority entities (CA entities) and end entities.

Public key infrastructure architecture.
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Digital signature using Elliptic curve cryptosystems (ECC).
Asymmetric encryption with ECC.
Purely symmetric scheme AES-CCM.

A general model for security processing is illustrated in Figure 2.4 wherein security services

are invoked by a secure communications entity (SCE) and return their output to the same SCE.

Figure 2.4: Process ow for use of IEEE 1609.2 security services. [3]

2.3.2 ETSI Security Services

Not like IEEE, in ETSI standards security services is not de ned as sub-functions in management
plane [2].

In ETSI TS 102 941 standard [55], the trust and privacy management for ITS communica-
tions are speci ed. It identi es trust establishment and privacy management required to support
security in ITS environment and the relationships that exist between the entities themselves and
the elements of the ITS reference architecture. The document starts by presenting ITS authority
hierarchy, which is a PKI composed of an Enrolment Authority (EA), Authorization Authority
(AA) and a Root CA, and used for distribution and maintenance of trust relationships between ITS
stations and authorities or other ITS stations.

The ETSI TS 103 097 [56] standard speci es dient security headers and formats to ensure
the interoperability of the dierent elements and security information that are being exchanged
between the ITS stations for security purposes. The main security header is the SecuredMessage
structure, which speci es how to encode a generic security message, which is itself encapsulated
inside a GeoNetworking packet. In this standard, a new certi cate format is de ned and also how
to encode dierent information required by each type of certi cate.

Furthermore, some European projects also follow the security rules de ned by ETSI. However,

they changed the name of several entities. For example, in the pBYEOORDF [50], they use
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the name Long Term Certi cate Authority (LTCA) instead of Enrolment Authority (EA), and
Pseudonym Certi cate (PCA) instead of Authorization Authority (AA) in ETSI standards.

2.3.3 Defending System

Based on the analysis of security services proposed by IEEE and ETSI, it can be noticed that
although de ned separately, it is commonly agreed in both standard sets that security services im-
plemented in vehicular networks rely on a system contains: cryptography mechanisms, certi cate
generate mechanisms and certi cate management mechanisms. Moreover, some privacy protec-

tion mechanisms can also be utilised in this system including anonymous and pseudonymous.

Figure 2.5: Defending system in vehicular networks.

The architecture of a defending system in vehicular networks is illustrated in Figure 2.5. In this
system, there are three types of authorities: Root CA, Long Term Certi cate Authority (LTCA)
and Pseudonym Certi cate Authority (PCA). The Root CA issues certi cates for LTCA and PCA.

It also de nes and controls policies among all subordinate certi cate issuers. The LTCA issues for
each ITS-Station a Long Term certi cate that is valid for a long period. This Long Term certi cate
is only used to identify and authenticate the ITS station (ITS-S) within the PKI, and never used in
V2X communication for privacy reasons. It also enables ITS-S to request pseudonym certi cates.
The PCA issues a short lifetime certi cates called Pseudonym certi cate, which are used in V2X
communications. The PCA guarantees privacy of requesting ITS Stations since it is technically
and operationally separated from the LTCA, which is the only authority that knows the real identity
of the ITS-S.

In vehicular networks, each vehicle has a 16 bits Unique Identity (UID) to to the authentica-
tion by communicating with the Long Term Certi cate Authority (LTCA). The LTCA will send

him back a long term certi cate which contains the permission of this vehicle and the types of
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messages it can generate after the authentication is successfully done. Afterwards, this vehicle can
communicate with other ITS stations. During the communication procedure, the privacy protec-
tion is extremely important. In most cases, instead of using vehicles' real identities, the using of
pseudonyms are considered can prevent the trace for vehicle's location history and other informa-
tion like situation due to the unlinkability between two pseudonyms.

Generally speaking, with the help of hybrid cryptographic scheme and the PKI, the commu-
nication procedures can be considered secure and all the players in vehicular networking have to
follow the rules. In this case, con dentiality, integrity, availability and authenticity are consid-
ered satis ed. Furthermore, with digital signature the non-repudiation requirement can also be
satis ed.

The defending system in vehicular networks has gained widespread attention in recent years.
In [57], the authors listed several popular pseudonym schemes and analysed their advantages and
disadvantages the same time. In [58] a distributed pseudonym scheme is provided, they divided
an urban into many small cells and distributed the pseudonyms to the distributed servers in each
cell. For information plausibility check, using sensors to detect the real situation and installation
of reputation systems are widely used in researches. In a reputation system, the reliability of an
information depends on the reputation score of the transmitter. In most of the cases a threshold is
set and any score greater than the threshold is thought to be reliable. However, the threshold need
to be chosen carefully. In [59], a reputation-based announcement scheme is proposed, in which

the reputation score of a player is based on the feedbacks of other players in a certain period.

2.4 Vulnerability Analysis

These services can protect the privacy of ITS stations, the authenticity and integrity of messages
in vehicular communication environments. However, there exist also several security issues in
vehicular networks. In our work, we concentrate on two major issues: privacy protection issue

may leads to the Sybil attacks and the availability issue makes vehicular networks vulnerable to

the jamming attacks.

2.4.1 Sybil attacks

The Sybil attack was rstly mentioned in the year of 2002. In [5] Douceur mentioned that in

peer-to-peer system with no logically central, trusted authority to vouch for a one-to-one corre-
spondence between entity and identity, it is possible for an unfamiliar entity to present more than
one identity. In vehicular networks, Sybil attacks can cause damage in both Networking layer and

Application layer.
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Since the CSMACA is implemented in Networking layer, the cooperation among virtual
nodes leads to the possibility of using more channel resource than other benign nodes. In Ap-
plication layer, the virtual nodes also take part in communicating with other ITS stations. Under
this circumstance, when a malicious node uses multiple pseudonyms at the same time, the virtual
nodes, generated based on the usage of pseudonymous, can help to increase the in uence of fake
safety messages by broadcasting them to other benign nodes. In addition, several proposed driv-
ing safety and trac e ciency services are based on voting scheme [60]. With the help of virtual

nodes, the malicious node can easily take advantage in voting.

In the past a few years, many algorithms on detecting and defending the Sybil attack have been
proposed in various ways in dérent networking environments, especially in wireless scenarios.
The proposed Sybil detection methods can be divided into secure key based methods, resource

testing based methods, reputation based methods and position based methods.

Secure Key-based Techniqgues  The secure key-based techniques rely on using trusted cer-

ti cation in order to establish trust between entities. Several works based on wireless sensor
networks [6], mobile ad-hoc [7] networks and also in vehicular networks [8] have been published

in past a few years. This type of system needs a trusted third party or a centralized authority.
The authority only provides valid keys to the honest nodes. However, the main drawbacks of
this type solution are: rstly, the generation and management of a huge number of keys is costly.
Therefore, it may cause a performance bottleneck in large-scale systems; secondly, it is hard to
construct an central authority, which can be trusted by all participants. Furthermore, in vehicular
scenarios, malicious nodes can easily get several legal identities (e.g., Pseudonymous), then the

trusted certi cation based prevention methods would not work in this case.

Resource Testing-based Techniques The goal of resource testing is to attempt to determine

if a number of identities possess fewer resources than would be expected if they were indepen-
dent [6]. One example in wireless environment is the collision rate in MAC layer. In 802.11
wireless networks, CSMIEA is used as multiple access method. The transmitters retransmit data
after a back o prior when collision occurred in transmission channel. In this case, one hypothe-
sis is that due to the cooperativeness among the Sybil identities con gured on the same physical
device, the local collision rate would be lower than in normal cases. However, one of the main
drawbacks is that this abnormal state can be easily discovered by the monitoring system using

some statistical methods, but the Sybil identities cannot be distinguished from normal users.
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Reputation System  In recent years, reputation systems have received a signi cant amount of
attention as a solution for mitigating theects of malicious nodes in peer-to-peer systems and also

in ad-hoc networks or Online Social Networks(OSN). In [9], the reputation functions have been
evaluated into symmetric and asymmetric function. The results show that symmetric functions
cannot distinguish normal users from malicious while nodes can improve their own reputation
score. And asymmetric functions employs the notion of transitive trust, which force malicious
nodes to build up trust before launching attacks. However, based on the permitted services in
vehicular networks, like the trac condition announcement service, malicious nodes only need to
launch the attack during rush hour in order to maximize the pro t that is earned by obstructing

some vehicles from their paths. In this case, they still have time to get good reputations.

Position Veri cation In ad-hoc networks, position veri cation is considered as a promising
approach for the detection of Sybil attacks in recent years. In this approach, networks verify the
physical position of each node. The Sybil nodes are expected to be detected by using this approach

because they are at the same position where the malicious node generates them.

Several methods have been proposed in the past few years. Most of them are based on the
beaconing mechanism in vehicular communication. In [10, 11, 12], vehicles estimate the position
of their neighbours based on the Received Signal Strength Indication (RSSI), compare it with the
geographic position they claimed in beacons and calculate the mean square error. If the mean
square error is greater than a threshold, the transmitter is considered as a Sybil node. In [13], the
detection is improved by using multiple node observers in order to get better detection rate. And
in [14] the detection system is developed based on an information-thoeretic framework. Some
base stations are implemented in this method and the Received Signal Strength are collected by

the base stations.

As we have seen above, position veri cation relies on witness and veri cation by the neighbour
nodes. In this case, every node is required to estimate neighbours' position by using RSSI or other
information, and compare it with the position that neighbours announced. However, this type of

methods are costly while the tra density is high, and the motivation of users is also questionable.

Furthermore, in [61] a footprint detection scheme is proposed which can reconstruct the tra-
jectory of a vehicle based on the signed message it received froemetit RSUs it passes by.
And in [62] Rabiehet al. also proposed a scheme to detect virtual nodes based on their claimed
location. A challenge packet is sent to the vehicle's claimed location by using directional antenna

from RSUs. The exist Sybil attacks detection methods are brie y presented in Table 2.3.
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Table 2.3: Sybil Attacks Detection Methods

Method References Advantage Disadvantage

Secure Key-based [6, 7, 8] Can prevent the gen- The generation and
eration of fake iden{ management of a
tities huge number of keys
is costly and it is
hard to construct
an central authority
which can be trusted

by all participants

Resource Testing-based[6] No add extra overi Sybil identities can
head be hardly distin-

guished and located

Reputation System [9] Low extra overhead Malicious nodes carn
and low error rate still get good reputa
tions if the attack pe-
riod is only a small

percentage of time

Position Veri cation [10, 11, 12, 13, 14] High detection rate | The location estima

7

tion based on RSSI is

not accurate enough

2.4.2 Radio Frequency Jamming Attacks

As mentioned in the previous section, in general, the vehicular networks are consisted of vehicles,
Roadside Units (RSU) and backbone networks, supporting both vehicle-to-infrastructure (V2I)
and vehicle-to-vehicle (V2V) communications. Several standardizatiort€have been devoted

to establish network architecture and communication protocols for the VNETs. In Europe, the
ETSI TC ITS working group de nes standards for Intelligent Transport System (ITS) [2], and in
the USA, the Wireless Access in Vehicular Environments (WAVE) standards [1] are de ned based
on multiple cooperating standards. Although the upper layer protocols of these two standards are
de ned di erently, the IEEE 802.11p protocols are supported in lower layer of both standard-sets
[63]. The PHY layer of IEEE 802.11p is identical to the OFDM-based IEEE 802.11a protocol.
However, in order to compensate for the increased delay spread in outdoor vehicular environments,

IEEE 802.11p operates with reduced 10 MHz channel spacing within the 75 MHz bandwidth in the
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5.9 GHz band, where a single control channel (CCH) and six service channels (SCH) are de ned
for V2l or V2V communications. Although not being explicitly speci ed in IEEE 1609.4 standard,

it is commonly accepted that the control channel has high priority in VNETS, and should be mainly
used for the transmissions of safety related messages [64] or management information [65], while

other services can be carried out over the service channels.

Due to the open and shared nature of wireless medium, vehicular networks are vulnerable
to RF jamming attacks since an attacker can easily emit an interference signal to prevent legiti-
mate access to the medium or disrupt the reception of signal. An attacker may utilererdi
jamming strategies by exploiting the vulnerabilities of PHY and MAC layer protocols, which in
general fall into two categories: single channel jamming strategies and multi-channel jamming
strategies. For example, spot jamming is powerful in single frequency jamming attack, which can
contentiously block a speci ¢ channel or frequency, while sweep jamming is capable of block-
ing several channels by rapidly shifting from one frequency to another, and barrage jamming is
able to jam multiple frequencies simultaneously with larger transmit power budget. The attacker
can either permanently transmit random electromagnetic signal not following any speci ¢ proto-
cols (i.e., constant jammer), or inject regular packets without any gaps between transmissions to
block the transmissions of other legitimate users (i.e., deceptive jammer). It is also possible for
an attacker to launch some intelligent jamming attacks by exploiting the semantics of higher pro-
tocols layers, such as CTS, ACK, and DATA corruption jamming for IEEE 802.11 protocols, or
by ooding the routing requests. These RF jamming attacks can lead to disastrous consequence to
the VNETS since safety related messages cannot be delivered to the vehicles timely if the control

channel is blocked.

Many countermeasures have been proposed to address the RF jammming issues from dif-
ferent technical perspectives. For example, in the physical layer, frequency hopping techniques,
such as Frequency-Hopping Spread Spectrum (FHSS) [15], Direct Sequence Spread Spectrum
(DSSS) [15], and Hybrid FHSBSSS [15] have been widely adopted to avoid the jamming inter-
ference by rapidly switching between frequencies, or spreading the signal in a much wider band
to allow for greater resistance to unintentional and intentional interference. However, the main
drawback of these solutions is that they require much wider bandwidth than the original signal.
Some novel techniques, such as Ultra Wideband (UWB) technologies, antenna polarization, and
multi-antenna techniques [16, 17] are also proposed to address the jamming problem. In particular,
multi-antenna technique is a promising anti-jamming solution since it can avoid the interference
signal from unwanted sources. It also can improve the transmissioieecy and reliability by ex-

ploiting the diversity gain and antenna gain [18]. There are also some countermeasures that try to
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provide a proactivigeactive protection against attacks in the design of MAC layer protocols (e.g.,
carrier-sense multiple access with collision avoidance (C8BA, time division multiple access
(TDMA), etc.), or use some channel hopping strategy to address the multi-channel jamming issue
by accounting for the adversarial behaviour of the jammer [19, 20]. Some solutions have been
proposed for the jamming attacks in multi-hop networks, which attempt to reroute tteound
the jammed area, or retreat from the jammer leveraging the mobility of the nodes [21, 22, 23, 24].
Firstly we discuss the existing anti-jamming solutions for wireless networks. Thus, based on
the characteristics of vehicular networks, we concentrate on whether these methods are applicable
in vehicular communication environments, and give the possible solutions for anti-jamming in
vehicular networks, especially for the control channel jamming issues.
The anti-jamming schemes in wireless communication environment can be roughly divided
into three major categories: Spread Spectrum (SS) communications, multi-antenna interference

cancellation and cooperative communication schemes.

Spread Spectrum (SS) communications With the help of signal processing techniques,
countermeasures are proposed based on the use of Spread Spectrum (SS) communications which
refer to signal structuring techniques that employ direct sequence, frequency hopping or a com-
bination of these. An anti-jamming scheme is proposed in [25], based on the timing channel
techniques. The objective is to create a low bit-rate overlay that exists on top of the conventional
physicallink-layers and that would survive in the presence of a persistent broadband interferer.

In [26], a Randomized Dierential DSSS (RD-DSSS) scheme for DSSS-based broadcast commu-
nication is proposed. RD-DSSS encodes each bit of data using the correlation of unpredictable
spreading codes, which relies completely on publicly known spreading codes. In order to de-
feat reactive jamming attacks, RD-DSSS uses multiple spreading code sequences to spread each
message and rearranges the spread output before transmitting it. In [2€]. lal proposed a
randomized distributed channel establishment and maintenance scheme to allow nodes to establish
a new control channel using frequency hopping to address the control channel issue in wireless
networks, which is applicable to networks with static or dynamically allocated spectrum. These

techniques can help to resist the interference of jamming signals.

Multi-antenna Techniques More recently, antennas techniques are also considered can be

used in anti-jamming since they can avoid the interference from unwanted source and improve
the robustness of the communications. Beaieral. considered to deal with the jamming issue

in wireless networks via beamformer design, and two genetically evolved anti-jamming beam-

forming array are introduced in [28] and [29] respectively. These genetic algorithms (GAs) use
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SINR as its tness function. For example, the authors in [30] propose a Technology Independent
Multi-Output (TIMO) scheme, which exploits the MIMO capability to remove the interference
signal from a single constant jammer. In [31], Ske¢nal. propose a Multi-Channel Ratio (MCR)
Decoding scheme, which can recover the desired signal from both constant and reactive jamming
interference by leveraging the multi-channel characteristics of the MIMO systems. In [32}t Yan

al. adopt the MIMO interference cancellation (IC) and transmit precoding techniques to counter-
act the reactive jamming attacks. Two novel mechanisms, namely, iterative channel tracking and
signal enhancing rotation, are proposed te&ively sustain acceptable throughput under reactive
jamming attacks. In [66, 67, 68], several hybrid security schemes consisting of both multi-antenna
techniques and cooperative relaying are proposed in order to address the eavesdropping issues
in wireless communications. By taking advantage of the diversity gain provided by these two
schemes, some intermediate nodes help relay signals to the legitimate destination using distributed
beamforming, while the remaining nodes attempt to jam the eavesdropper, which protect the data
transmissions in both phases.

In Chapter 5, we also consider the case whereby the RSU is equipped with multiple anten-
nas to transmit common information to multiple vehicles. This problem can be formulated as a
multicast beamforming problem, which is NP-hard. In order to achieve favourable performance-
complexity trade-os, some approximation and reformulationogts have been made in the past
decade. In [47], the NP-hard multicast beamformer design problem is approximated to a convex
optimization problem by using semide nite relaxation (SDR) techniques. In [44],diua. ex-
tended the multicast beamforming problem into multi-group scenarios and show that Lagrangian
relaxation coupled with suitable randomizatiomchannel multicast power control yields compu-
tationally e cient high-quality approximate solutions. In [69], a multicast beamforming prob-
lem with non-convex constraint is reformulated by using the convex-concave procedure (CCP),
whereby the non-convex constraint is replaced by its rst order Taylor expansion, then a sequence
of convex sub-problems are solved iteratively until convergence. Based on these relaxation and
reformulation techniques, several works have been done in the past a few years. In [7§], Tao
al. studied the coordinated multicast beamfoming problem in multi-cell cellular networks, and
two beamformer design problems, namely quality-of-service (QoS) beamforming and the max-
min SINR beamforming are considered. In [71] and [72], beamformer design under per-antenna
power constraints and antenna selection problem in multicast multi-group beamforming are stud-

ied respectively.

Cooperative Scheme  For xed frequency channel scenarios, several novel schemes are pro-

posed to address the RF jamming issues via cooperative schemes. Speci cally, in [33], Cagalj
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et al. proposed a reactive anti-jamming scheme for wireless sensor networks using wormholes.
The basic idea is that jammed nodes can use channel diversity, to establish communication with
another user outside the jammed area. This work suggested that by the cooperative scheme can
be used in xed frequency channel networks. Based on this ideology, Mustafh proposed

a Jamming-resilient multipath routing protocol [34], where a source node selects multipte di

ent paths for reaching the destination in advance. When one of the paths fails, other working
paths will be used to deliver packets and thereby maintain end-to-end availability. Moreover,
in [35], Zhenget al. studied the performance of cooperative communications under jamming at-
tacks. They implemented both half-duplex (HD) and full-duplex (FD) operation modes in a simple
three nodes scenario, where a relay helps forward the signal from the source to the destination.
In [36], a cooperative anti-jamming scheme is proposed to optimize the fairness constrained net-
work throughput in the presence of jammers, wherein users cooperate at two levels: regulate their
channel access probabilities so that the victims gain a higher share of channel utilization and form
avirtual channel array to increase the link capacity. In [37tal. investigated the anti-jamming

power control of transmitters in a cooperative wireless network attacked by a smart jammer with
the capability to sense the ongoing transmission power before making a jamming decision. This
problem was formulated as a Stackelberg game, and the Stackelberg equilibrium for this game is
derived based on analysis of the optimal strategy for both sides. Moreover, cooperative schemes
have also been considered in the context of anti-eavesdropping. For example, relay nodes can be
used to exploit the PHY layer properties of wireless channels in order to support a secured end-
to-end transmission in the presence of eavesdroppers [73]. In [74], cooperative relaying is used
to improve the secrecy capacity in wireless networks by choosing appropriate relay nodes with

"strong” transmission link to intended destination node and "weak” link to eavesdropper.

For VNETS, in [75, 76], the performance of 802.11p-based vehicular communications is eval-
uated in the presence of RF jamming attacks, which con rmed that the vehicular networks are
extremely vulnerable to the RF jamming attacks. However, the proposed anti-jamming solutions
in normal wireless networks may not be adapted in VNETs. For example, neither the spectrum
spread (SS) techniques nor the multi-antennas techniques are suitable for control channel jamming
issues in vehicular networks since there is only one xed frequency control channel is available
and the multi-antennas are not widely used on the vehicles. In [77], a real-time Medium-Access
Control-based (MAC-based) detection method is proposed, which can more accurately distin-
guish the causes of failed transmissions, such as contention collisions, interferences, and jamming
attacks in the VNETs. Unfortunately, no precise anti-jamming solution is given in their work.

In [38], a cooperative scheme for medium access control (MAC) in VNETS is proposed, where
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the neighbouring nodes can corporately utilizing unreserved time slots to retransmit the packets
which failed to reach the target receiver due to a poor channel condition. This cooperative scheme
can also be used in VNETSs anti-jamming. In this way, we consider to address the control chan-
nel jamming issues by adopting a cooperative scheme. Speci cally, in our anti-jamming scheme
design, we consider also the time varying wireless channel and cooperative scheme in PHY layer
(e.g. SC or MRC). After detailed theoretical analysis, we can get the close form expression of the
outage probability for both schemes. Thus, we propose a relay selection method by adopting the
TDMA scheme and optimise the ectiveness of our proposed anti-jamming scheme. To the best
of our knowledge, no similar method has been proposed for jamming issues in vehicular networks.

The exist anti-jamming schemes for wireless networks are brie y presented in Table 2.4.

Table 2.4: Anti-jamming Schemes for Wireless Networks

Method References Advantage Disadvantage

Spread Spectrum (SS) [15, 25, 26, 27] Resist the inter{ Not available for
ference of jam-| xed frequency

ming signals channel.

Multi-antennas techniques [28, 29, 30, 31, 32] Can avoid the in{ Multi-antennas
terference signal are not widely
from unwanted used on the

sources vehicles

Cooperative Scheme [33, 34, 35, 36, 37, 38] Provide spatial Cooperative

and antenna scheme design is
diversity can| di cult
enhance the

robustness of

communications
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Chapter

Sybil Attack Detection in Vehicular Networks

Considering virtual nodes have to avoid the positions that are captured by the benign vehicles,
their driving patterns become erratic, especially in dynamic trenvironments. In this chapter,

we consider the possibility to detect Sybil attacks based on the variation of their driving patterns
using some machine learning method. Generally speaking, machine learning is a process in which
a set of threshold parameters is trained to classify an unknown behaviour [39]. In this thesis, three
major methods are considered in our work: Distance based clustering, Support Vector Machine
(SVM) and k-nearest neighbours (KNN).

Distance based clustering is a kind of standard hierarchical clustering methods [78, 79], which
can handle data with numeric and categorical values using complex similarity measures. Specif-
ically, we choose the Mahalanobis distance to measure the variances of driving components be-
tween users in our work since the variance of users' driving component aretit directions are
di erent.

Support Vector Machine (SVM) [80, 81] is a classi cation and regression prediction tool that
uses machine learning theory to maximize predictive accuracy. It leverages a exible represen-
tation of the class boundaries and implements automatic complexity control to reduce over t-
ting [82]. Furthermore, it often has good generalization performance and the same algorithm
solves a variety of problems with little tuning, which makes SVM suitable for dynamic environ-
ment [83].

k-Nearest Neighbours (KNN) is proposed in the year of 1965 [84]. It is a non-parametric
method and frequently used as a powerful machine learning algorithm in solving classi cation and
clustering problems. The misclassi cation rate of the kNN rule approaches the optimal Bayes error
rate asymptotically ak increases, and is particularly ective when the probability distributions

of the feature variables are not known [85].
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3.1 Attack Model

In this section, we discuss the possibility and strategies to launch attacks where defending system
is implemented. With the implementation of a system made up of PKI and pseudonymous, the
con dentiality, integrity and non-repudiation can be well protected.

The Architecture of PKI and the Pseudonym Certi cate (PC) generation procedure are il-
lustrated in Fig. 3.1. There are three types of authorities in PKI: Root CA (RCA), Long Term
Certi cate Authority (LTCA) and Pseudonym Certi cate Authority (PCA). There functions are

listed as follow:

Root CA: issues certi cates for LTCA and PCA. It also de nes and controls policies among

all subordinate certi cate issuers.

LTCA: issues for each ITS-Station a Long Term Certi cate (LTC) that is valid for a long

period, which enables ITS-S to request pseudonym certi cates.

PCA: issues short lifetime PCs, which are used in V2X communications. The PCA guar-
antees privacy of requesting ITS-Ss since it is technically and operationally separated from

the LTCA, which is the only authority that knows the real identity of the ITS-S.

3.1.1 Vulnerability Analysis

In this PKI system [55], each vehicle has a Unique Identity (UID) to do the authentication with
the LTCA. Each authenticated vehicle can get a LTC which contains the service permission of this
vehicle. This procedure has to be done by the vehicle manufacturers. Once the LTC is generated,
it cannot be modi ed any more.

Afterwards, this vehicle can communicate with other ITS stations. During the communication
procedure, in order to protect users' privacy, instead of using vehicles' UIDs, vehicles are rec-
ommended to use their pseudonyms in communicating due to the unlinkability between any two
pseudonyms.

One vehicle can request several pseudonyms, this procedure is also illustrated in Fig. 3.1.
The PCA generates and stores one certi cate for each delivered pseudonym which contains the
pseudonym along with its authorized public key and the key's lifetime. Vehicles are suggested
periodically change their pseudonyms and one pseudonym has to be changed when the lifetime of
its key is up to zero.

However, the privacy protection especially the using of pseudonyms are vulnerable to the Sybil

attack. While one vehicle is using several pseudonyms together during the same time period, each



3.1 Attack Model 27

Figure 3.1: PKI architecture and PC generation procedure

pseudonym is an individual vehicle in the view of other ITS stations (include OBUs and RSUSs)
because each valid pseudonym has its own key pair for signing.

Messages exchanges between ITS stations are normalized in ETSI standards [86, 87], vehicles
communicate their own condition by using Cooperative Awareness Message (CAM) and report
road condition by using Decentralized Environmental Noti cation Message (DENM). Addition-
ally, the public information are not encrypted in order to decrease the communication complexity
and the unnecessary overhead.

Based on the analysis of defending methods and messages implemented, we can con rm that
it is possible for one vehicle to use dirent pseudonyms together during the same time period to

launch Sybil attacks.

3.1.2 Attack Strategies

Sybil attacks in vehicular communication environment can be generally divided into two proce-
dures: virtual nodes generation procedure and launch attack procedure. Which is illustrated in
Fig. 3.2. WhereV, is malicious nodey,, are begin nodes and, are virtual nodes created by the
malicious node by using its own pseudonyms. Based on the standards of ETSI, CAMs can be used
in virtual nodes generation procedure in order to let the virtual nodes known by other ITS stations
and the launch attack procedure depends on using DENM to report fake roaddpadition to
the RSU.

The detection method proposed in this article focus on virtual nodes generation procedure,
Our major target is to detect the virtual nodes and eliminate them from the system by revoke the

pseudonyms they are using.
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Figure 3.2: Attack model of Sybil nodes

For attack strategy [88], malicious nodes can be divided into rational and irrational attackers
based on their pro les. Rational attackers have a speci c target and irrational ones do not seek
a speci c outcome. In the scenarios that we describe, only rational attackers are being taken
into consideration since they are more dangerous and more predictable. One assumption is that
the rational Sybil attackers only launch attacks when tralensity is high. They report fake
tra c condition information with the help of virtual nodes created by themselves, in order to
mislead other ITS stations into making wrong decisions. In this way, thectdensity would be

potentially decreased after the next intersection, and the attackers can reduce their travel time.

In [89], Haoet al. proposed two Sybil attack strategies: “Regular Attack”and “Smarter At-
tack”. In Regular Attacks, malicious node broadcasts beacons for the virtual vehicles using the
regular power. In Smarter Attacks, malicious node may reduce his communication range to make
the virtual vehicles' behaviour looks reasonable. We only consider the V2 communication, there-

fore, regular attack strategy is chosen.

Under these circumstances, the strategy of malicious nodes would be upon the received CAMs,
calculate reasonable location for virtual nodes in next time slot, then forge CAMs for the virtual
nodes and broadcast them within its communication range. More details of virtual node generation

procedure and CAM forge are presented in Algorithm 1.
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Algorithm 1 Algorithm for virtual nodes generation

Input: CAMSs from neighbours

Output: CAMs for virtual nodes

1:

Initialisation :
c O

Do the calculation lane by lane (k lanes in total)

2: for | = 1tokdo

3:

10:

11:

12:

13:

14:

15:

16:

17:

18:

19:

20:

21:

22:

Select CAMs from a certain trac lane
Note their location and velocity in two arrays
Get arrayP[n] andV[n]
For all vehicles in this tra c lane
for v=1tondo
Calculate the distance between each two adjacent velicledn 1
dh=Pn1 Pn
Calculate average velocity of this tra lane
V= P ?:1 V[j]=
The number of virtual nodes can be set between vehiclé and vehicle n
num= blic
Set velocity and position for the virtual vehiclegR

1 tonumdo

for i
R

end for

Push virtual nodes' location and their velocity into a matrixiN]
temp num
for m=c+ 1toc+ tempdo

N[m; 0] = P[c+ temp m]

N[m;1] =v
N[m; 2] = k
end for
cC c+num
end for
end for

return N[i; j]
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3.2 Vehicle Driving Pattern Description

In our algorithm, the Driving Pattern Matrix (DPM) need be constructed rst. The driving pattern
of a vehicle at certain time is described by using a ve elements vector. For exaNjple,

(Xn1; Xn2; Xn3; Xna; Xns) represents the driving pattern of a vehicle at timeNhere

Xn1 represents time at timg

Xn2 represents location of vehicle at tirge

Xn3 represents velocity of vehicle at tinie

Xna represents acceleration of vehicle at tithe

Xn5 represents vehicle's acceleration variation between timeand timet,

Therefore, the DPM of a vehicle within time peridd;{,) can be represented as:
2

St

X12 X13 X14 X5
X2 X23 Xo4 X2

X32 X33 X34 Xas] (3.1)

X2 Xn3 Xnga  Xns
3.2.1 Metrics and De nition

We de ne rst one theorem that will be used in our detection algorithm:
Theorem 1: We noteM ,(R) the set of square matrix with real entries. If a maivix2 M (R)

is a symmetric matrix, there exists an orthogonal ma@rixhere has
cMc=c'™MC=D (3.2)

In this caseD is a diagonal matrix with real entries, and the main diagonal entries are the eigen-

values of matrix\.

3.2.2 Reference Matrix

In our scenarios, for the DPM; of each vehicley; within time period {3; t,), we construct matrix
VT Vi, where exists:

(AR LR VAR (VAD LIERVARRY/ (3.3)
Therefore, the matri$</iT V; is symmetric. And as presented Tineorem 1, there exists an or-

thogonal matrixC has:

c YT vyc=Cc™(v| V)C=diag( i1; iz i3 ia is) (3.4)
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Where MT Vi)Ju; = jjuj(L  j 5). jj(respy;) are the eigenvalue (resp eigenvector) of

matrix ViT V; which represent the characteristics of the original DPM.

3.3 Distance Based Clustering

In this section, we present a method that mainly represent vehicles' driving patterns by using
eigenvalues of their driving pattern matrix and the similarity measurement is based the Maha-

lanobis distance between vectors made up by their eigenvalues.

De nition 1: The statistical distance or Mahalanobis distance between two poin{s,; ; xp)T
andy = (yi; ;Yp)' in the p-dimensional spacRBPis de ned as:
q
dxy)= (x y Hx y) (3.5)

Where is the covariance matrix.

The Mahalanobis distance can also be de ned as a dissimilarity measure between two random
vectorsx andy of the same distribution with the covariance matrixIf the covariance matrix is
identity matrix, the Mahalanobis distance reduces to the Euclidean distance.

Eigenvalues of a certain matrix are a group of non-negative real numbers, and we imagine that
a positive correlation exists between the similarity of matrices and the similarity their eigenvalues.
Therefore, the Mahalanobis distance is chosen to measure the similarity of road users' eigenvalues
of their DPMs in order to separate Sybil nodes from benign ones. Additionally, for a certain matrix,
its eigenvalues decrease rapidly. Therefore, in our detection method the Mahalanobis distance
is chosen instead of the Euclidean distance due to it accounts for the fact that the variances in
each direction are derent and otherwise, it accounts for the covariance between variables. The

detection procedure can be described as follow:

We note 1% = max i1; i2; i3 4 isgand 32 = maxf i1; i i3 ias isg T [1%gghe

two biggest eigenvalues values of each DPM.
Fornvehicles, an rows and 2 columns matri® is de ned as:S = ( irjf‘a)l inlj 2

!
Select the median value of each column, get a veod= (x;y) (median value is chosen

instead of mean value due to the instability of Sybil nodes' eigenvalues.).

Calculate the Mahalanobis distance between each row vector of nsaand the vector

med

Decision criteria: Vector; is thei-th row of matrixS, who represents the driving patterns
!
of thei-th vehicle. If the Mahalanobis distance betweeandmedis greater than a selected

|
threshold value , whered(r; med , the vehicley; is considered as malicious.
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More details of the proposed Sybil detection method are presented in Algorithm 2.

Algorithm 2 Algorithm for virtual nodes detection
Input: CAMs from vehicles

Output: 1D of malicious nodes
forv=1tondo
2:  Select the concerned n vehicles

for t = 1 to 60do

4: Construct the DPM for each vehicle within 60 seconds
Getm[v]
6: end for

Calculate the eigenvector offv]
8 GetDy=(1; 2; 3 4 5)
GetE, = ( 1; 2)
The two biggest eigenvalues
10: end for
forv=1tondo
12:  GetM = ( 1m; 2m)
1m and 1y, are median values of each groupand 1
end for
14: forv=1tondo
Calculate the Mahalanobis distance betwBgand M
16: GetDy
with a given threshold valut
18: if Dy > ththen
return v
Output the IDs of malicious nodes
20 endif

end for

3.3.1 Experimental Results

In the following simulations, SUMO simulator is chosen to simulate traows in urban sce-
nario. In [41], Zhuanget al. claried tra ¢ ow condition for di erent vehicle density. For
rational Sybil attackers, they can probably bene t from attacks (Save travel time) in Near-capacity

conditions. Therefore, we choose the vehicle density between 26 and 42 vehicles per kilometre in
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our simulations. The Sybil nodes generation procedure follows the algorithm de ned in Section
I1l. For the detection method, we choose a window size of 60 seconds and vehicles within 10 sec-
ond before and after the target vehicle. The detection algorithm is implemented in Matlab. More

details are presented in Table 3.1:

Table 3.1: Parameters Used in Simulations

Parameter Value
Simulation Scenario Urban Scenariq
Simulation Time 300s
Window Distance 1 km
Street Width 2 Lanes
Vehicle Velocity 40 - 60 kmih
Number of Vehicles Simulateg 350 - 800
Communication Range 300m
Beacon Frequency 1Hz

Number of Virtual Nodes  For Sybil attacks, the attack strength is dependent on the virtual
nodes that can be created by the malicious node. As illustrated in Fig. 3.3, t can be observed that
the number of virtual nodes during one attack is dependent on the vehicle density indraes

(e.g. Ifthe tra c density is between 26 and 30 vehicles per kilometre, up to 14 virtual node can be
generated by one malicious node.). This phenomena ts well our hypothesis of rational attacker.
They always try to set virtual nodes to reasonable positions and avoid positions that are captured
by other benign road users. If a position is captured by tweint vehicles at the same time, it

can be recognized as tr& accident in RSU's point of view.

Similarity Measurement Results De nition 2. The empirical cumulative distribution func-

tion F, associated to an samp¥e;  ; X, is the function de ned by:
8
§ 0 ifx<x
8x2R'Fn(x)=}X] Ix x= l if x  x<x (3.6)
’ Moy % n I "
1 ifx X,
Wherexl; ; X, are the ordered statistics associatedtp ; Xn

Several similarity measurement results of @lient road users' driving patterns are detailed
in Fig. 3.4 under dierent vehicle density. The two biggest eigenvalues are chosen to mainly

represent the driving pattern of one vehicle.
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Figure 3.3: Number of virtual nodes in one attack

Figure 3.4: The rst two biggest eigenvalues of DPM can be used to mainly represent the driving

pattern of one vehicle

The driving patterns of benign nodes have obvious similarity and the driving patterns of Sybil

nodes show erraticness. This result is caused by two reasons:

The variation of virtual nodes' lifetime: We measured the lifetime for more than 200 virtual
nodes, the CDF (eqn.6) is illustrated in Fig. 3.5. We can nd out that more than 70% of the

virtual nodes do not have the same length of lifetime as the benign ones (60 seconds).

The erraticness of virtual nodes' movement: Virtual nodes should not be set to the positions

that are captured by the benign ones.

Both these issues cannot be gured out by Sybil nodes, because they cannot control the compo-
nents of other road users. They can only adjust their own strategies and make their driving patterns
as reasonable as possible. Our detection system is directed against this weak point of Sybil nodes,

making it possible to separate virtual nodes from benign ones.
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Figure 3.5: Lifetime of virtual nodes

Detection Rate  De nition 3: We note that the Dirac delta function de nedkhas follow:

8
20 ift, 0
®m=5 (3.7)
T +1 ift=0
.R+l —
Suchas: |~ f(y)dy=1
De nition 4: We note thaiX is a discrete random variable hasbservationy; ;X with

probabilitiesp1;  ; pn. Then, a probability density function (PDF)can be de ned as follow:

X
f= p @t x) (3.8)
i=1
The proposed detection mechanism can be recognised as a minimum distance classi er. After
the Mahalanobis distance measurement, the PDF (egn.8) of the Mahalanobis distance that each

vehicle to the cluster centre is illustrated in Fig. 3.6.

Figure 3.6: PDF of Mahalanobis distance
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As shown above, in any case the benign nodes are the majority part in cluster, and there
exists obvious similarity among their driving patterns. Therefore, the Mahalanobis distance from
a benign node to the cluster centre is considered much smaller than from a virtual node to the same
place, and the detection procedure is to set a threshold value to separate Sybil nodes from benign

ones. In these scenarios, this threshold value can be set between 0.5 and 1.5.

Figure 3.7: Detection rate of Sybil nodes underatient tra ¢ density

As illustrated in Fig. 3.7, we choose Receiver Operating Characteristic (ROC) curve to rep-
resent the detection rate of our method, which is considered as a comprehensive and visually
attractive way to summarise the accuracy of detection. Each point in ROC space correspond two
metrics: True Positive Rate (TPR) which means the well detected ratio, and False Positive Rate
(FPR) which represents the percentage of benign nodes that are reported as malicious.

It can be observed from the gure that our detection method can reach a high TPR with a
low FPR. In all cases, more than 90% of Sybil nodes can be detected by our detection method.
Otherwise, the detection rate has a positive correlation withdrane tra ¢ density, which cor-
responds well our hypothesis. Because high tralensity can limit average headway distance
between vehicles, which makes their driving pattern more similar. On the other hand, limited

headway distance also limits the choices for malicious node when it generate virtual nodes.

3.3.2 Conclusion

In this paper, an ecient Sybil attack detection method based on vehicle driving pattern in urban
scenario was introduced. This method was developed to detect the erraticness of Sybil nodes'

driving pattern, which includes their lifetime and their unusual movement. In this method, vehicle
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driving patterns are mainly represented using the eigenvalues of its DPM in this proposed detection
method. The Mahalanobis distance is then used to measure the similarity of their driving patterns.
Simulation results show that our detection method can reach a high detection rate with a low error
rate. In all cases, more than 90% of Sybil nodes can be detected by the proposed detection method,

and the error rate can be controlled under 10% at the same time.

3.4 Support Vector Machine (SVM) Based Sybil Attack Detection

In this section, we present a method that mainly represent vehicles' driving patterns by using
eigenvalues of their driving pattern matrix and the classi cation procedure based on several SVM

classi ers. A brief description of the proposed algorithm is illustrated in Fig. 3.8.

Figure 3.8: Diagram of the proposed algorithm

3.4.1 Classi cation

Due to the reality that the eigenvalues decrease quickly, we can sort them in decrease order and
take the togk (k < 5) instead of all 5 eigenvalues to represent the characteristics of the original
DPM in classi cation. In this work, the two biggest eigenvalues are chosen. We (ite-

max i1; i2; i3 i isgand %= maxf i1; i2; i3 s 59 T }%gghe two biggest eigenvalues
values of each DPM.

We noteV = fw;uig i n @ set withn vehicles where vector, = ( 1% 79 represents the
driving patterns of vehicle;, andu; 2 f 1;1ggives the label o¥. The label 1 meansy; is
malicious and otherwise is benign.

Normally if data is linear, a separating hyperplane can be used to divide the data. However,
due to the erraticness of virtual nodes' movement, it is often the case that the data is far from

linear and the datasets are not linearly separable. Under this circumstance, the\tlataeds to
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be projected into feature space where the new dataSt linearly separable:

vy O

(3.9)
viow)= il(*ﬁé

2(v)

Then, we have/ 9= f( (¥);u)g | nwithu 2 f 1;1g

We then de ne a kernel functiokt

Kviv) =< ()i () > (3.10)

Where< ; > is the scalar product between two vectors. And the objective is to nd out the

suitable classi er:

fan(™ = k(#; ) + b (3.11)
This classi er depends on parameterd; e to minimize:

1 X
ék(w; w)+Cc g (3.12)
[

Under the following constraints:

8
ulk(w; )+ bl > 1 8Mviu) 2V
§ \[K(w; ) + b] a;8(w; u) 3.1
- g>0;8l
Its Lagrange multiplier is:
1 X X X
L(w; b; e+ y) = ék(w; w)+c @ Iyi(k(#; %) + b) + & 1] yie
1 X ! X X ! (3.14)
= ék(w;W) + @a(c | y+ | 1y (k(w;w) + b)
| [ |
Where the Karush Kuhn Tucker conditions must be satis ed:
8
§ 8l; 1;y;@>0
8l;n[k(w;x)+b)] > 1
I[k(w, %) + b)] 8 (3.15)
§ 8y =0

- 8l lyik(w;w)+b)+e 1]=0
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Under this circumstance, the question above can be considered as to maximize the following

function:
X 1X X
5 K 1UiU K (v w) (3.16)
b [ k|
Where8l, fu=0and0 | c
[

Therefore, the classi er can be considered as:

X
f(v) = U fap(®™) = KM% + b (3.17)
|

In this work, three kernel functions are taken into consideration: Polynomial, Gaussian Radial

Basis Function (RBF) and Multi-Layer Perceptron (MLP).

Polynomial:k(¥;¥;) = (< ;¥ > +h)d whereh is a constant value.

kv‘i ijz

RBF:k(v; %) = exf 52

)
MLP: k(v;¥)) = tanh( < v;v > +%

Their performance will be evaluated in the next section based on the simulation results.

3.4.2 Experimental Results

In the following simulations, SUMO simulator is chosen to simulate traows in urban scenario,

where parameters are set based on real-time urba trBhe detection method is implemented on

the RSU, and vehicles are demanded to periodically communicate their driving patterns with the
RSU via CAM message. we choose a window size of 60 seconds and vehicles within 10 second

before and after the target vehicle. More details are presented in Table 3.2:

Table 3.2: Parameters Used in Simulations

Parameter Value
Simulation Scenario Urban Scenarig
Simulation Time 300s
Window Distance 1 km
Street Width 2 Lanes
Vehicle Velocity 40 - 60 kmih
Number of Vehicles Simulated 350 - 800
Communication Range 300m
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Virtual Nodes' Characteristics As illustrated in Fig. 3.9, the driving patterns of benign nodes
have obvious similarity and the driving patterns of Sybil nodes show erraticness. This result is

caused by two reasons:

The variation of virtual nodes' lifetime: We measured the lifetime for more than 200 virtual
nodes, the CDF is illustrated in Fig. 3.5. We can nd out that more than 70% of the virtual

nodes do not have the same length of lifetime as the benign ones (60 seconds).

The erraticness of virtual nodes' movement: Virtual nodes should not be set to the positions

that are captured by the benign ones.

Both these issues cannot be gured out by Sybil nodes, because they cannot control the compo-
nents of other road users. They can only adjust their own strategies and make their driving patterns
as reasonable as possible. Our detection system is directed against this weak point of Sybil nodes,

making it possible to separate virtual nodes from benign ones.

(a) RBF Sigm&0.5 (b) Polynomial &2 (c) MLP

Figure 3.9: Training group classi cation results with all three kernel functions

Classi cation Accuracy We launched 15 times Sybil attacks under 3atent tra ¢ densi-

ties. The rst group is chosen as the training group and the other 14 groups are testing groups.

As illustrated in Table 3.3, the classi cation accuracy in all testing groups, and Fig. 3.9 shows

the training group classi cation results. In this work, all three kernel functions are implemented

with di erent parameters. Generally speaking, due to the reality that benign nodes show strong

similarity in their driving patterns, the classi ers which cover less surface reach higher accuracies.
In more detail, as illustrated in Fig. 3.10, the performance of RBF classi er witlerdint

sigmavalues, which can be noticed is that with the increase oktgmavalue, from 01 to G9,

the classi er reaches its best accuracy at the psigima= 0:3, then its performance decreases

with the increase of theigmavalue. In SVM, a very small value agfigmameans a large margin

is necessary which may leads to misclassi ed training group. On the other hand, with a very large
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Table 3.3: Testing Groups Classi cation Accuracy

Tra c Density 26- | 26- 26- | 26- | 30- | 30- | 30- 30- | 30- | > > > > >
30 30 30 30 34 34 34 34 34 34 34 34 34 34

rbf =01 0.917 0.95¢ 0.945 1 0.909 0.941 0.961 0.933 0.963 0.961 0.917 1 0.965 1
rbf =03 0917 1 0945 1 1 0971 1 1 0.9249 1 0917 1 1 1
rbf =05 0.958 0.870 0.944 1 1 0971 1 1 0.889 1 0.887 1 1 1
rbf =07 0.958 0.87Q 0.919 1 1 0.971 1 1 0.889 0.962 0.882 1 1 1
rbf =09 0.958 0.782 0.919 1 1 0971 1 0.933 0.889 0.884 0.882 0.971 1 0.977

Polynomiald =2 || 0.958 0.783 0.919 1 1 0.912 0.923 0.933 0.889 0.846 0.882 0.971 1 0.972
Polynomiald =4 || 0.958 0.782 0.892 0.971 0.939 0.853 0.923 0.933 0.889 0.844 0.882 0.943 0.966 0.944

mip [-1 1] 0.958 0.824 0.973 1 1 0971 1 1 0.889 1 0.887 1 1 1
mip [-2 2] 0.958 0.826 1 1 1 0.971 1 1 0.889 1 0.887 1 1 1

sigmavalue, the training group can be well classi ed, however, the classi er would not reach high

classi cation accuracy in testing groups.

As shown in Fig. 3.11, testing groups classi cation accuracy withedént tra ¢ density. As
we expected, when the tra density is high¥ 34 vehicles per kilometre), the classi ers reach
higher classi cation accuracy. That because when thedrdensity is high, the average distance
between two adjacent vehicles are small, their driving patterns would show stronger similarity
compare to the low trac density scenarios. Otherwise, when the distance between vehicles is
small, the erraticness of virtual nodes' driving patterns would also be obvious. Because they

should not be set to the positions that are captured by the benign ones.

Figure 3.10: RBF Classi er witlsigmavalues from QL to 09.
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Figure 3.11: Testing groups classi cation accuracy in threeént tra ¢ densities.

Table 3.4: Confusion Matrix

TP | TN |FP| FN | TPR | FPR | FNR

rbof =031 325| 94| 2 | 8 || 97.6%| 2% | 2.4%
Polyd=2 || 326| 74 | 1 | 28 || 92.1% | 1.3% | 7.9%
MLP[-22] || 326 | 90 | 1 | 12 || 96.5% | 1.1% | 3.6%

3.4.3 Classi cation Error Rate

In this work, the confusion matrix is also chosen to evaluate the performance of classi ers, which
is considered as a comprehensive and visually attractive way to summarise the error rate. Normally
a confusion reports the number of False Positives (FP), False Negatives (FN), True Positives (TP),
and True Negatives (TN). The error rate of a classi er corresponds three metrics: True Positive
Rate (TPR) which means the well detected ratio, False Positive Rate (FPR) which represents the
percentage of benign nodes that are reported as malicious and False Negative Rate (FNR) which

means the percentage of malicious nodes are reported as benign.

As shown in Table 3.4 the summary of these three classi ers' confusion matrices. Generally
speaking, these classi ers all reached high detection rate with low error rate. When we go into
more detail, which can be noticed is that the FNR of polynomial classi er is about 8%, but the
FPR is low. As we have seen above in Fig. 3.9, the polynomial classi ers covered more surface
than the other two classi ers. In this case, benign nodes can be hardly reported as malicious, but

malicious nodes could be reported as benign.
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3.4.4 Conclusion

In this paper, a vehicle driving pattern similarity measurement method in near capacitysica-

nario was introduced. This method was developed to measure the benign vehicles' similarity in
driving patterns and detect the variation between benign vehicles and Sybil nodes in their driving
patterns. This variation can be re ected in their Driving Pattern Matrices. Vehicle driving patterns
are mainly represented using the eigenvalues of its DPM in this proposed detection method. The
SVM methods are then used to classify the vehicles and distinguish the virtual nodes from benign
ones. Simulation results show that in all events, the majority benign vehicles have similar driv-
ing patterns, and the Sybil nodes show erraticness in their driving patterns. All the three kernel

functions are reached high detection rate with low error rate.

3.5 k-Nearest Neighbours (kNN) Based Sybil Attack Detection

In this section, we present a method that mainly represent vehicles' driving patterns by using
eigenvalues of their driving pattern matrix and the classi cation procedure based on k-Nearest

Neighbours classi ers.

3.5.1 Classi cation

Due to the reality that the eigenvalues decrease quickly, we can sort them in decrease order and
take the togk (k < 5) instead of all 5 eigenvalues to represent the characteristics of the original
DPM in classi cation. In this work, the two biggest eigenvalues are chosen. We (ite-
maX i1, i2; i3 4 is9and 02= maxf i1, i2; i3 4 59 T [J°gghe two biggest eigenvalues
values of each DPM. Under this circumstance, the driving patterns of one vehicle within a time
period can be represented as a point on a two-dimensional surface. The two axes are the two
biggest eigenvalues of its DPM.

We note two vectors;, v; wherew; = (i1, i2), ¥ = ( ji1; j2) represent the driving patterns of
two vehiclesv; andv;. The di erence between their driving patterns is de ned by the Minkowski

distance between these two vectors:

x . e L . . . e L
div;w) =[ s wsle=[ i1 % +jii2 298 (3.18)
s=1

Minkowski distance is typically used with being 1 or 2, which are known as the Manhattan
distance and Euclidean distance.

In order to classify an arriving vehiclka, we note a training group with vehicles aK =
f(wi;y)i = 1;2;::;;ngwherey; = ((41; i2) andy; 2 f 1, 1ggives the label of;. The label 1 means

¥ is malicious and otherwise is benign.
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The distance between the arriving vehigleand its nearest neighbour can be represented as
argminfd(ve;%);1 1 ngAnd the label ofve depends on the labels of iksnearest neighbours

(k=1;3;5;::).

3.5.2 Optimization

kNN is an non parametric lazy learning algorithm. Therefore, all training data is needed during
the testing phase. Under this circumstance, the increasing time complexity becomes an issue. The
runtime of a traditional kNN algorithm can be represente®@ésd + kn) whenk is xed. If the

classi er learns from the classi ed data (add them to the training group), the runtime will increase
linearly.

In this paper, we propose two methods to limit the time complexity of KNN algorithm. One is
using memory less method: the system does not add the classi ed object into the training set, thus,
the time complexity does not increase. The other method is based on the benign users' similarity
in their driving patterns. A vectofy, = ( m1; me) can be used to represent albenign vehicles
in training group, where p = _ID i1, m = _ID i2. After the ( + 1)th vehicle is classi ed as
benign, the vecto¥, can be up;a;ted by calcl:Ijllating the weighted arithmetic mean valugg of
and mp, where & = (n m+ @my)An+1)and 2, =(n m+ @E2)n+1). Otherwise, this
vehicle will be added into the training set directly.

The e ectiveness of these two methods will be evaluated in next section based on simulation

results.

3.5.3 Experimental Results

In the following simulations, we still consider the Near-capacity conditions. Therefore, we choose
the vehicle density between 26 and 42 vehicles per kilometre in our simulations. For the detection
method, we choose a window size of 60 seconds and vehicles within 10 second before and after
the target vehicle. The detection algorithm is implemented in Matlab. More details are presented

in Table 3.5:

3.5.4 Number of Neighbours

As illustrated in Fig. 3.12, un example of vehicle driving patterns description based on the two
biggest eigenvalues of its DPM. It can be observed that the driving patterns of benign vehicles
show strong similarity. However, the driving patterns of malicious nodes are erratic. Under this
circumstance, it is possible to separate malicious nodes from the benign ones by using classi ca-

tion method.
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Table 3.5: Parameters Used in Simulations

Parameter Value
Simulation Scenario Urban Scenariq
Simulation Time 300s
Window Distance 1 km
Street Width 2 Lanes
Vehicle Velocity 40 - 60 kh
Number of Vehicles Simulated 350 - 800
Communication Range 300m
Beacon Frequency 1Hz

To test the KNN method with dierent number of neighbours, the simple Memory Less method
is implemented. In this case, the rst scenario is chosen as the training set, the rest 14 scenarios are
used as testing sets. And tkigalue is set ak 2 f1; 3; 59 As illustrated Fig. 3.13 the classi cation
result. Generally speaking, in all these 14 groups of test, the nearest neighbour nkethdg (
reached the best performance, the mean detection rate is around 80%. Therefore, the nearest

neighbour method will be implemented in following simulations.

Figure 3.12: The rst two biggest eigenvalues of DPM can be used to mainly represent the driving

pattern of one vehicle
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Figure 3.13: Memory Less method detection ratio withetent number ok values

3.5.5 Classi cation Accuracy

We launched 15 times Sybil attacks under 3atent tra ¢ densities. For the Memory Less
method, the rst group is chosen as the training group and the other 14 groups are testing groups.
For both Memory method and our optimized method, scenarios with the same diensity are
measured together. Both methods learn from the previous scenarios the driving patterasasftdi
vehicles in order to improve their classi cation accuracy in following scenarios. As illustrated in
Fig. 3.14, the results of classi cation accuracy evaluation.

Generally speaking, all these three methods can reach a good classi cation accuracy, 80%
respectively. In more detail, the performance of Memory Less method is not stable compare to the
other two methods. The Memory method performs the best in classi cation accuracy, in several
scenarios, it reached 100% classi cation accuracy. And for our optimized method, its performance
is more stable than the Memory Less method. Its weak point could be in error control, which will

be evaluated in next subsection.

3.5.6 Classi cation Error Rate

In this work, the confusion matrix is also chosen to evaluate the performance of classi ers, which
is considered as a comprehensive and visually attractive way to summarise the error rate. Normally
a confusion reports the number of False Positives (FP), False Negatives (FN), True Positives (TP),
and True Negatives (TN). The error rate of a classi er corresponds two metrics: True Positive

Rate (TPR) which means the well detected ratio and False Positive Rate (FPR) which represents
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(a) Density 26-30 vehicldlsm (b) Density 30-34 vehiclékm (c) Density>34 vehicle&m

Figure 3.14: Testing groups classi cation accuracy in threegnt tra c densities.

the percentage of benign nodes that are reported as malicious. The pair of TPR and FPR gives a
partial picture of a classi er's performance, where TPR represents teetieness of a classi er

and FPR re ects its performance in error control.

(a) Density 26-30 vehicldsm (b) Density 30-34 vehiclékm (c) Density>34 vehicle&m

Figure 3.15: Testing groups classi cation error rate evaluated by using TPR and FPR

As illustrated in Fig. 3.15, it can be observed that the detection performance of Memory Less
method is not stable, because the decisions are made only based on the limited number of training
data. It can also be observed that both the Memory method and our optimized method perform well
in detection as well as in error control. Especially the Memory method's error control performance,
which can reach 0 error rate in some scenarios. For our optimized method, the potential weak point
could be its performance in error control, because in this method, a set of data are replaced by their
mean value. However, based on the simulation results, we can nd out that our optimized method

performed also better than the Memory Less methods in error control.

3.5.7 Conclusion

In this paper, a vehicle driving pattern similarity measurement method in near capacity tra
scenario was introduced. This method was developed to measure the benign vehicles' similarity in

driving patterns, and detect the variation between benign vehicles and Sybil nodes in their driving
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patterns. This variation can be re ected in their Driving Pattern Matrices. Vehicle driving patterns
are mainly represented using the eigenvalues of its DPM in this proposed detection method. The
kNN classi cation methods are then used to classify the vehicles, distinguish the virtual nodes
from benign ones. However, one major drawback of KNN methods is its high runtime complexity.
Two di erent methods are proposed in this paper to address this issue in KNN methods. Simulation
results show that our proposed method can reach a high detection ratio with a good performance

in error control.



Chapter

Cooperative Relaying for Control Channel

Jamming in Vehicular Networks

In this chapter, we focus on the design of countermeasure for the control channel jamming issue
in vehicular networks, which is of vital importance to the safety of 12V communications. There
are salient features for this problem, making it nontrivial to address with existing anti-jamming
techniques. Firstly, according to the IEEE 802.11p protocol, only one control channel is available
for the transmissions of safety related messages in vehicular networks, and thus it is impossible
for the RSU to switch to other channels if the control channel is jammed. Secondly, although
multi-antenna techniques have been deemed asexgtigee anti-jamming solution, but the speci c
antennas have not been widely used on the vehicles due to the mobility and power constraint of
vehicles. Last but not the least, the mobility of vehicles is limited by road space and road tra
density, and thus it is dicult for the vehicles to escape out of the jamming area if the attack is
launched by a neighbouring vehicle.

To this end, we propose to adopt the cooperative relaying techniques to address the control
channel jamming problem in vehicular networks, which is based on the idea that the vehicles out-
side of the jamming area can serve as relays to help forward the control channel signal to the victim
vehicles through other the jamming-free service channels. In this way, a virtual multi-antenna sys-
tem can be formed by multiple relays nodes to cooperatively serve the victim vehicles, and thus
the transmission reliability can be ectively improved by exploiting the spatial diversity of these
relay nodes. We analyse the performance of this cooperative anti-jamming relaying scheme under
di erent jamming scenarios, and design a relay selection algorithm to maximize the performance
of the worst victim vehicles. Extensive simulation results are provided to demonstrate the perfor-
mance of the proposed scheme.

In summary, the main contributions of this paper are as follows:
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A cooperative anti-jamming relaying scheme is proposed for the control channel jamming
issue in vehicular networks, which takes advantage of the spatial diversity provided by the
vehicles outside the jamming area to improve the transmission reliability of the victim ve-

hicles.

Theoretical model are developed to characterize the outage probability of the cooperative
relaying scheme under deérent jamming scenarios, which accounts for the large scale path

loss and small-scale channel fading between vehicles.

A max-min relay selection problem is formulated, which attempts to maximize the signal-to-
noise ratio (SNR) of the worst victim vehicle under the relay number constraint. A heuristic
relay selection algorithm is designed by exploiting the special structure of the problem,

which is shown to be close to the performance of the optimal solution through simulations.

The rest of this chapter is organized as follows. In Section 4.1, we introduce the system model
and discuss dierent jamming scenarios based on the location of the jammer. Theoretical models
are provided in Section 4.2 to analyse the outage probability of the cooperative relaying scheme,
and the problem of relay selection is studied in Section 4.3. In Section 4.4, we provide extensive
simulation results to validate the theoretical results and evaluate the performance of the proposed

schemes. Finally, conclusions are drawn for this paper in Section 4.5.

4.1 Network Models

We consider a vehicular network consisting of RSUs and vehicles moving along a typical multi-
lane road in the urban area. We focus on a segment covered by a single RSU, which is located at
the origin with a coverage area offf;r]. We assume that a jammey, is located aL.(vy) = m 2
(0;r)!. Based on the locations of the RSU and the jammer, vehicles within the coverage area of the
RSU can be classi ed into two categories: one are the victim vehicles located within the jamming
area of the jammer (Dark areas in Fig. 4.1 and Fig. 4.2), which are denotéd e others are
the vehicles within the coverage area of the RSU but outside of the jamming area (Light-coloured
areas in Fig. 4.1 and Fig. 4.2), which are denote® asd can be selected as relay nodes for the
victim vehicles.

We consider two dierent kinds of jammers in this paper. One is the road side jammer, which
can be considered as a fake RSU who launches jamming attack towards the control channel, and
the victims are the vehicles passing through the jamming area, whereby a portion of the manage-

ment messages from the RSU to vehicles will be blocked. The other is the moving jammer that

1The case om 2 (' r;0) is symmetric and can be analysed similarly
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moves along with the road trac, whose objective is to prevent the neighboring vehicles from
receiving messages from the RSUs along their travel routes. The symbols used in this paper are

listed in Table 4.1.

Table 4.1: List of Notations

Symbol Description
Py Transmit power of vehicle
Ps Transmit power of jammer
hij Channel vector between andy;

Path loss exponent

Tij Received signal at vehiclg from vehicley;

dij Euclidean distance between vehigjeand vehicley;

i Received SNR at vehiclg

ij Normalized path loss between vehigieand vehicley;

No Received noise signal

2 Received noise power

Received signal SINR threshold

Received signal SNR threshold

4.1.1 Signal Model

Given the locatiorlL(vy,) of the jammer (either road side jammer or moving jammer), the ranges
for V andR can be determined as follows. LBk andP; denote the transmit power of the RSU
and the jammer respectively, then a vehiglat locationx is assumed to be a victim if its received

signal-to-interference-plus-noise ratio (SINR) is smaller than a prescribed thresiiodd is:

PRX < -
Pskx mk + 2 '
where is the path loss exponent, and is the noise power. Note that the noise can be ignored

SINR= (4.1)

comparing with the strong interference signal from the jammer, and thus the victim range for

and relay range foR can be obtained as follows:

. m m
V—fvle_'_a<x<1 ag (4.2)
: m m
R=fwj r x 1+a[1_a X rg 4.3)

wherea = (PiRJ)lz .
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Proof: In this analysis, we assume that the received signal at a vehicle locaxechatbe

decoded if and only the SINR exceeds a prescribed threshold vatbat is,

SINR= - RX
Pjx m + 2
By ignoring the noise, we have:
jx_ m Piyi= .
X ( Pr ) '

Therefore, the benign vehicles can be classi ed into two categories: Relay cand®late (
Victim (V) based on their relative positions to the jammer. We assume that a vehicle cannot be
located at the same position as the jammer,ie., X. For benign vehicles located at the left-hand

side of the jammer, we havae x<m, so

— T

which yields
__m .
1 ($F

For benign vehicles located at the right-hand side of the jammer, werhave r, so

m X P,
(—

1= .
X PR) '

which yields

m

T Pl
1+ (£

4.1.2 Locations of Vehicles

The locations of vehicles can be modelled as a homogeneous Poisson Point Process (PPP) with
intensity [40][41], and thus the number of vehicles within a certain range follows a Poisson
distribution with rate . Let us de ne j; = disz\, as the normalized path loss between each pair
of relay nodev; 2 R and victim nodev; 2 V, which is an non-homogeneous PPP with intensity

(X) = 2PZ x¥ !according to the mapping theory [42].

Based on the location of the jammer, we have two possible jamming scenarios:
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4121 Scenariol: r(1 a<m<r

In this scenario, as illustrated in Fig. 4.1, the jamming rangeiis; (), and the relaying range is

[ r; 1] Therefore, the density functions f&randV can be obtained as follows:

mZ1+a)
m 2. m 2 2
R(hiys) = (dx= Py((755) 1) (4.4)
r
Zr
m 2 2 m [z,
V(1+ a,f) = (dx=" Py (r (m) ): (4.5)
m=(1+a)
The probabilities of having relay nodes antlvictims are given by:
P[NR( r 1+ a) - k] - Te R ral] (46)
m _ _ [ V(]_Tma;r)]l v ).
P[Nv(lTa, r) = I] = Te Trar /] (47)
(a) Moving jammer (b) Road side jammer

Figure 4.1: Scenario 1: the jammer is located(at a) <m<r.

4.1.2.2 Scenario2: 0<m<r(1l a)

In this scenario, as illustrated in Fig. 4.2, the jamming rangefs, ¢~ ), and the relay nodes are
separately located within f; {-] and [{™%; r]. Therefore, the density functions f&andV can

be obtained as follows:

m s 2 . m
r( r§m)= (dx= Pv((m)f r-) (4.8)
m Zl 2 2 m .2
R(mir): (dx=" Py (r- (n)f) (4.9)
m=1 a)
m m R 2 . m m
vz a3 T 47 Wdx= P, (773)" (32 (4.10)
me(L+a)

The probabilities of having candidate relay nodes ahdictims can be obtained similar to (4.6)

and (4.7) respectively.
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(a) Moving jammer (b) Road side jammer

Figure 4.2: Scenario 2: the jammer is located et < r(1 a)

4.2 Outage Probability Analysis

As discussed in previous section, the victim vehicles within the jamming area cannot decode the
control channel messages from the RSU, and they may not establish V2V communication links
directly with other vehicles outside the jamming area if the jamming range is larger than the
transmission range of the vehicles. As a solution, we propose to adopt the cooperative relaying
techniques such that the vehicles outside the jamming area can serve as the relay nodes to forward
the control channel signal to the victim vehicles via another jamming-free service channel.

Speci cally, we assume the decode-and-forward (DF) strategy is adopted by the relay nodes to
forward the received message to the victim vehicles.dasdt denote the transmitted signal and
the received signal respectively. Then, for each victim vehig2 V, the received signal from a
relay vehiclev; 2 R can be given by:

pP— _
tj = Pyhijkdijk ~%s+ n; (4.11)

whereP, denotes the transmit power of vehickejk =2 andhjj are the path loss and multi-path
fading between nodeg andvj. ng is the noise at node;, which is assumed to be zero-mean
complex Gaussian random variable with unit varianée

The received signals from all relays can be decoded with the maximum ratio combining (MRC)
scheme or the selection combining (SC) schemes, and the achieved signal-to-noise ratios (SNRs)

at nodev; can be given by

" Pk k
MRC: T="E (4.12)
and maxP,jhi;j2kdijk
sc: 3= (4.13)
respectively.

Assuming the channels between relays and victim follow Rayleigh fading model, and are

P
independent between drent relays, then |5 ijhijjzkdijk is exponentially distributed with
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P . . P
mean g Pvkdijk sincehjjs are mutually independent, and thus we haygg Pkdijk =
P , . , , ,
1= ijl, where jj = kdijk =Py is the normalized path loss as de ned in previous section.
Vi2R
The performance of this cooperative relaying scheme can be characterized with the outage

probability P,. For the SC scheme, the outage probability of a vistjra V is given by:
PoC=P(§<)
= P( ij < j8Vi 2R)
Y 2

=E( (1 e i) (4.14)

7 ¢2R
2 ..
= 1 e ONfCipd i
i Vi2R

wheref( jj) denotes the joint distribution for alljs, which is given by [43]:

- Yo
=22 2 . .
f(i; m)=€ " oni ((ZpF)D = (4.15)
i=1

Proof: The counting process of relay nodes is considered as a non-homogeneous Poisson
process, the density is given by, = (P )% . Therefore, the probability with no relay nodes

within the range of (0 1) is given by:

Pz: 2=

PO; )=e t=e 1 (4.16)
The probability with at least one relay within the rangg;(1 + 1) is
P(> 0,( Lo+ 1)) =1 e PE= (1t 1 1)F : (417)

2 o o=
Letu=d (=dx= =p* = 1

. - = 2 o 2=
im 1 e - (4.18)
1!

Therefore, the probability that the nearest relay is located &t
= 22 2 o o
Py)=e P71 Zp= = L (4.19)
Thus, the probability that the second nearest relay is locateg given that the nearest relay is

located at 1 can be obtained by

PO;( 15 2) = e Pr(z 07, (4.20)
POO( 2 2+ o) = 2PF =% 4.21)
M) = e Pz 0" Zp2 1 (4.22)

P(12) = PCYP( 2 1)

Y2

-, 2 2 2

e P27 Zpr2 T h (4.23)
i=1
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For the third nearest relay, we have:

PO( 2 a) = e P (s 27, (4.24)
P05 3+ 3) = 2PF =4 (4.25)
P(su o) = e Ps 2 2p2 2L, (4.26)

P(1; 20 30 = P(3 15 2P(1; 2) (4.27)

_ e PRI Zpipt fl: (4.28)

i=1
Following this procedure, it is easy to obtain the general resuh fetays:
L Yoo
Py i m=e PO ( Zpey = 1 (4.29)

i
i=1

Similarly, for the MRC scheme, the outage probability at victintan be given as:

Po'< = P( J <)
=P Pyjhjkdijk 3 < 2
Vi2R
2
=E@1 exp( P—7)) (4.30)

Vi2R g
Z

2
= (@ exp( P—Nf(ijd ij:
ij Vi2R '

Let us de neQ( jj) as follows:

Q(ij)=

%Q(l e ‘i) SC
§ (4.31)

1 exp( +—); MRC

vi2r !

then the outage probabilities achieved by these two schemes can be expressed in a uni ed form:
Z
Po= Q(ipf(ijd i (4.32)
i
In the following, we focus on the derivation of the outage probabiiyaccording to the two

jamming scenarios discussed in previous section.

4.2.1 Scenariol: r(l1 a)<m<r

In this scenario, leL(v;) = x denote the location of a speci c victiwy. Based on the character-
istics of the homogeneous PPHs uniformly distributed within {I%; r) with a density function

g(x) = (1+a)=r +ra m), and the relays are located within the range af [-]. Thus, it can



4.2 Outage Probability Analysis 57

be obtained thad;j 2 [x f%;x+r];8i 2R. Sincex 1= > 0 andx+r > 0, the range of j; can

be given as: "
(x5 . (x+1)
i 2 a . 4,
4 P, ' Py (4.33)
Under these conditions, for each victim2 V, we have:
X Z Z
Po = Q( i) f( ij)d i;9(x)dXP[N(K)]
kK o
ij
x 2z S IV L 1+a m
- Qe W IR PING 1) = K
k 1Ta Im =1
(4.39)
wherel, = —(X 1) angl, = &0

Py
Unfortunately, the close-form expression of (4.34) is dillt to obtain. Therefore, we resort to

the derivation of the outage probability in the worst-case scenario. Speci cally, for both the MRC

and SC schemes, we halief(1 e “H)]>E[1 e “H)l e 221)]>:::>E(_(_@(1

e “andE[l ep( ) >ELL ep( o) > > E[L exp( p)

Therefore, the outage probability wik{K 1) can be upper bounded by the single relay scenario
(K=1). InthiscaseQ( ij) =1 e ® , so we have:
Z Z m
2
Po= (1 e ")f()d g0dxPINR( 1) = 1]

zr ZIn

= [ exp(( %+ PE Z) Zpry= gy lra

m — .
m)de[ r( I a) =1]

(4.35)

In practice, the path loss exponents normally between 2 and 5, so we consider two typical

cases of =2 and = 4 to further derive the outage probability for the single relay scenario.

= 2. Inthis caseP, can be further simpli ed as:

zr S

Po= 1 exp( ( 2+ P)) Pud I S )APINR( 1) = 1]

_m m
(x m)z
Py

2
= [+ Y exp (X;V Py exp( 1*a O JAXPINR( 117 = 11

r+ra m

(4.36)

where = 2+ P,.
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Let = =P,,y=x+randz=x {%,then (4.36) can be approximated as follows:

Pert("2r) erf(° (% + 1)

20~
p—“<. p- (4.37)
erfC ). 1+a m
p=—( JPINR( 13 ) = 1

oF= r+ra m

Po=[1+

= 4: Inthis caseP, can be obtained as follows:

x+r)4
Al %ﬁv 1=2

- P
— 2 1=2 1=2y_Tv 1=2 -
Po=  [1 exp( P2 12 T 124 )T R sPINe( 1) = 1]
s (x %)4
(><-¢—r)2
zr 2" L
+
= PR (3 PV )dEINC 1) = 1]
1Ta & %)2
P2
— - 2 (x+r)? 1=2
Y 1sa P PRexply) 2 Pt R
= (o 7l ——p=—)

2 2 (X lea) + P1—2

P2 .mo
erf( 2,,,_ NIAXP[NR( T; —1+a)—l].
(4.38)
Let = 2" =Py, y=(x+r)?andz=(x 1%)? then (4.38) can be approximated as:
2
e & (P e(‘,r—))erf(—|s—)+2p 7
Po=1[1 ( P—
oP=
(3408 2
e 3 (p_ 2y Y f(_y;_)+2 M)
+ P
2" =
(B0 )2 _ 2.0 _
e ("7 e Pert(H )+ 2P
2p_:I
(iﬁQ‘)z _ o + 2‘7200'_.
e ("7 we? Te(Chin) + 2P
Zp_zl
: IC)_e(‘T)2 1+a m
SP= g ) PINRC 15 2) = 11

(4.39)

,)2

2
A2 Y02 22, 2= (¢ MYand = ZeT 0+ 6T, yo=

T+a

m
wherey® = (1+ <

2 2 g0, )P 2 2 9., L2
e YWo+re7 | po=%ed P0+red .
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422 Scenario2: 0<m<r(l a)

In this scenariox is uniformly distributed within {f-.; ;) with a density function ofy(x) =
(1 a®=2am The relay candidates are located within the rangef; 1451 and relay candidates

vio are located within the rangg™;;r]. Thus, it can be obtained thdfj 2 [x ;X +r] and

1+a'
m .
dioj 2[5 Xr X.
Similar to previous case, sinoe 1= > 0,x+r>0and{% x>0,r x>0, therange of

vy; €an be given as:

(x 155 .(X+f)]

ij 2 [ P, P, (4.40)
(15 ¥ (r x
0 2 [-5 . 5 ) (4.41)
Vv \
Therefore, in both schemes, for each vicup2 V, we have:
x 22 x ZZ
Po = tC i) f(ij)d ;90dxXPIN(u)] + t( io)d oy F(X)dXPIN(W)]
u X ij w X in
X Zr Zn o o . Yu m
= e A SRy E gy X )de[ R( Mgy = Ul
u 1m |m i=1
X Zr 2w o o Yo m
+ e P ECZRE B (D )d XPINR(7—:1) = w;
Wom | i0=1 a
Tra 'm0
(4.42)

wherel, = &1 Ff‘) In= (X”) g = (T8 ) andlp= X X)

For single relay case, the relay node can be located within any of these two areas. itf

the range of [r; £f-], we have:
Z Z m
2
Po = 1 e () gdXPINR( ri3——) =1
X
Za  Zn
= ep(( 2+ PE X ZRE) = ] 449

Tia Im
1 m
2am [Nr( T; m) =1]:



60 Cooperative Relaying for Control Channel Jamming in Vehicular Networks

Otherwise if relay nodeio is in the range of {¥; r], we have:

Z Z
PS= [ e "If()d f(x)de[NR(l—man): 1]
X
Zma Zno
= [ exp(( %2+ PT Z)) p2-) 2= 14 (4.44)
1Ta ImO
A PN ) = 11
2am R =
= 2. Inthis caseP, andPS can be obtained similar to (4.42).
x+1)2
m i
Po= [1 exp( ( ’n) - 1]
lea x Z|.+,31)2
Py
Zl-aa
P X+ r)? (x T 2 a2
= 1+ —(exp( (x*1) ) exp( 1 a ))]( _

Perf® (g + 1) erf(P T + 1)

Il
=
+

2F-
P—_ . P-
erf(" (f% L), 1 a2 -
5P (S PINR( 1 752) = 11
(4.45)
Zm r><)2
Po= [ exp( ( TN =1
e (1% »?
Py
- Y (r %? (75 %7
= [+ —(exp( ) exp( —I2 (2 L) R(Hr) =1
T+a
p_
erf(" (r g erfC (1)
= [1+ 1 ap_ 1a
P—_ . P-
ef(" (7% ma), 1 & m .\ _
o= (g PINR(T 1) = 11
(4.46)
= 4. In this caseP, andP{ also can be obtained similar to (4.42).
X+I'4
S .
PO: [1 exp( 2 P1—2 1‘2) > 1=2d]
oo (4.47)
PV
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m r><)4
s e
Po= [ exp( 2 P ]
L g (4.48)
Py
1 a? m
XPIN(——;r) = 1]
(G ) PING——i1) = 1]

4.3 Anti-jamming Relay Selection Problem

In previous section, we analyse the outage probability for the cooperative anti-jamming relaying
scheme under the conditions of random distributions of vehicles and channel fading. In practice,
the channel state information (CSI) between vehicles can be obtained through on-line measure-
ments or channel overhearing. Therefore, the channelljpin khijk?kdijk between relay node

Vi and victim vehiclevj can be assumed to be known, and thus the achievable SNR at a victim

vehiclev; with a selected subset of relay nod&s R can be given by:

X
SNRJ' = PiHij (4.49)
Vi2S
whereP; = Pi= 2is the normalized transmit power of relay noge
Under this condition, the major challenge is to select a subset of relay S&ddes the can-

didate relay seR, such that the SNR of the worst victim vehicle is maximized, which can be

formally de ned as a Max-Min Relay Selection (MMRS) problem as follows:

X
max min  PiH;j;
2 yor (4.50)
sit: iRd  K;

where the constraint speci es that at méStrelay nodes can be selected, which is based on the
assumption that the transmissions of all selected relays are scheduled with the time division mul-
tiple access (TDMA) method. As a result, the setting of parametiwvolves the trade-o be-

tween transmission reliability and decoding delay. Speci cally, a smaller outage probability can
be achieved with larger value #f since the diversity of more relays can be exploited, but it will
incur larger decoding delay since the signals of all relays have to be received to decode the symbol

using the MRC or SC scheme.

The MMRS problem can be formulated as a linear integer programming (LIP) problem as
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follows:

X
max min X PiHj;
vj2v Vi2R
sit: X K; 8v; 2V, (4.51)
Vi2R

X 2 f0; 1g 8vi 2 R;

wherex; is an indicator variable to denote whether nedis selected as relay or not.
By introducing an auxiliary threshold (4.51) can be transformed to the following equivalent

form:

max :
X A~
sit: Xi PiHij ; 8vj 2V,
e (4.52)
Xi K;8v,2R:
Vi2R

X 2 f0; 1g 8vi 2 R;

For a given threshold, (4.52) degenerates to a feasibility-checking problem, that s, to check if
a subset oK relays can be found such that the SNRs of all victim vehicles are above the threshold
. This feasibility-checking problem can be achieved by solving a minimum relay selection (MRS)

problem as follows:

X
min X
Vi2R
X R
st: xPiHij ;8vj;2V; (4.53)
Vi2R

X 2 f0; 1g 8vi 2 R;

which attempts to nd the minimum number of relays such that the SNRs of all victims are sat-
is ed. If the obtained number of relays from this MRS problem is larger taithen (4.52) is
infeasible for the given, which suggests thatis too large, so the threshold should be decreased,
otherwise we can increaseo achieve better SNR for all victims.

Based on this property, we propose a bisection algorithm to search the optonahe trans-
formed MMRS problem in (4.52). As shown in Algorithm 3, the algorithm proceeds in rounds
with the initial lower and upper thresholdsand ( for . In each iteration, issetto (L + y)=2,

and the MRS problem is solved using Algorithm 4 to check the feasibility of problem (4.53) under
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this . If the problem is feasible, the lower thresholdis increased to, otherwise the upper
threshold  is reduced to. This procedure is repeated until convergence (e.g., ()=2is less

than a certain threshold).

Algorithm 3 MMRS Algorithm
Inputs: | ; y and threshold .

Outputs: Selected relay séi;
while (y ()=2> do
2: (ut U2
Find relay seRs with Algorithm 4;
4:  if Rg, ; then

L ;

6: else
U ;

8. endif
end while

10: return Rq;

The MRS problem in (4.53) belongs to the family of cooperative covering problems (CCP),
which is known to be signi cantly harder to nd the exact solution than the standard set covering
problem[90]. Therefore, we propose a heuristic algorithm as shown in Algorithm 4. The basic idea
is to incrementally select a relay from the candidate set that yields the maximum SNR increment
to the worst victim node. This process is repeated until the SNRs of all victims are abwhich
indicates (4.52) is feasible), or the number of selected relays is ab@which indicates (4.52) is
infeasible).

The complexity of these two algorithms can be analysed as follows. For Algorithm 1, the
optimal value of can be found withO(log, M) iterations. In each iteration, Algorithm 2
is invoked to solve the MRS algorithm. For the caser€andidate relays and victims, the
worst case time complexity to select at mselays is given a®©(kmn. Therefore, the overall

complexity of these two algorithms §(log, Mkmr).

4.4 Performance Evaluation

In this section, we provide simulation results to evaluate the performance of the proposed cooper-

ative anti-jamming relaying scheme and relay selection algorithm. In the simulations, the Urban
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Algorithm 4 MRS algorithm

Input: Candidate relay seé® and victim setV, normalized transmit powe?;;8i 2 R, channel
gain matrixH;j;, SNR threshold, and relay number constraikt

Output: Selected relay s&g;

Rs ;
2:Sj 0,8]2V,;
SNRwin  0;
4n 0

while SNRyn< andn< K do
6: foreachi 2 RnRgdo
Smin[i] rjr;i\p(sj + PiHij);
8. end for
i arg rir21'g>6min[i];
10 Rs Rg[ i%
foreachj 2V do
12: S;  Sj+ PuoHio;
end for
14: S NRwin rjgi\ij;
n n+1;
16: end while
if SNRyn< then
180 Rs ;
end if

20: return Rg;

MObility (SUMO) simulator is used to generate tra ows for urban scenario, where parame-
ters are set based on real-time urban tta These tra c ow data are used as inputs to obtain
the simulation results using Matlab. The parameter settings in the simulation are summarized in

Table 4.2:

4.4.1 Snapshot Evaluation

In Fig. 4.3, we show the cumulative distribution function (CDF) of the outage probabilities achieved
by the proposed cooperative relaying schemes undereint SNR thresholds, which are obtained
based on the average of 100 snapshots of the locations of the vehicles and jammer. Note that from

the theoretical analysis, it can be seen that the outage probability is similar regardless of location
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Table 4.2: Parameters Used in Simulations

Parameter Value
Simulation Time 300s
RSU coverage 1km
Street Width 2 Lanes
Vehicle Velocity 40 - 60 kmih
Number of Vehicles 350 - 800
Fading model Rayleigh
Transit power (RSU, Vehicles) 150mw and 100mw
Noise power -95 dBm
(a) Path loss expoent= 2 (b) Path loss expoent= 4

Figure 4.3: Outage probability distributions for @rent SNR thresholds

of the relay nodes within the range ofrf {7-] or [{5;r]. Therefore, we only consider the sce-
narios where the relay nodes are located within the rangerof]. ], and the path loss exponent

( ) is setto 2 and 4 respectively. From this gure, it can be observed that using the DT scheme,
the outage probability always exceed 95%, that is, more than 95% signals sent by the RSU cannot
be decoded by the victim vehicles, which con rms the signi cant impact of the jamming attacks.
For the single relay scenario, we assume a single relay is uniformly distributed within the range
of [ r; £&]. Itis considered as a mean value among all single relay scenarios, and the simulation
result match well with the analytical result. The multipath routing protocol is designed based on
the scheme proposed in [34], where multiple end-to-end routes are selected based on their avail-
ability history and one of them is chosen to deliver packets at a given time. Thus, the PDR of each

link in this path updated. It can be observed that after implemented the multipath routing pro-



66 Cooperative Relaying for Control Channel Jamming in Vehicular Networks

tocol, the outage probability is dramatically reduced and its achieved outage probability is lower
than the mean value of all single relay scenarios, which suggest that by taking advantage of the
diversity gain proposed by the neighbouring nodes, the multipath protocol can make fairly well
routing decisions. It helps improving the anti-jamming performance. However, in the case the
routing decision is made based on the path's availability history, and the channel state of each link
is not monitored in real time. Therefore the path selected by this MAC layer routing protocol is
not always the most suitable one. Using the SC scheme, the relay node with the best channel to
the victim vehicles is selected, so the performance is signi cantly improved than the single relay
scenarios. Finally, it can be seen that the MRC method outperforms all other schemes under all

conditions since the contribution of all relay nodes are fully exploited.

4.4.2 Continuous Jamming Process Evaluation

In this part, the jamming attacks are modelled as a continuous process, and both the road side
jammer and moving jammer are considered in the simulations. We still consider the worst case
scenarios in the simulations. That is, the road side jammer is located at the position where its
jamming range reaches the maximum valome= 350 in our case), while for the moving jammer,
it launches attack once it enters the coverage area of the RSU. We consider tlereadiengths
of time duration (6s, 10s, 14s) and transmit power levels (100mw, 125mw and 150mw).

In Fig. 4.4 and Fig. 4.5, we show the outage probability undeeint jamming power levels
and time durations. In general, the road side jammer causes greater damage than the moving
jammer since it can always reach its desire jamming range. For more details, évewli time
periods, in the face of the moving jammer, the performance variance of the proposed cooperative
relaying scheme is relatively larger than the case of road side jammer since the interference range
of the moving jammer changes over time with its movement. It also can be seen that the overall
performance of the proposed scheme decreases with larger jamming power levels. However, even
if the transmit power of the jammer is increased to the same level of the RSU (150mw), our
proposed scheme can still guarantee a small outage probability for the low SNR regime (less than
20dBm).

4.4.3 Evaluation of Relay Selection Schemes

In these simulations, we compare the performance of fougréint relay selection schemes for the

multiple relay scenarios:

Random Relay Selection (RRS): In this schetdaglays are randomly selected from the

available candidate relays;
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(@) Jamming poweP = 100mw (b) Jamming poweP = 150mw

Figure 4.4: Outage probability under dirent jamming power levels

(a) Durationt = 6s (b) Durationt = 14s

Figure 4.5: Outage probability for derent jamming durations

Ordering Relay Selection (ORS): In this scheme, the relay selection procedure is designed
based on the Geocast routing protocols in vehicular networks [91, 92], where the candidate
relays are sorted in the decreasing order of their distances to the victim nodes, aid then

nearest relays are incrementally selected into the relay set;

Heuristic Max-min Relay Selection (HMRS): This is our proposed scheme that s&lects

relays using Algorithm 3 and 4;

Optimal Max-min Relay Selection (OMRS): Which is similar to HMRS scheme except that
the minimum relay set is found with the integer linear programming solver (intlinprog) in

Matlab.

Firstly, we compare the performance of our proposed HMRS scheme with the OMRS scheme.
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In Fig. 4.6(a), we show the updates of | and y during the bisection procedure of Algorithm

1. It can be observed the optimatan be found after 7 rounds, which is much faster than a naive
linear search method, and the results are the same for both the HMRS and OMRS schemes. To
check the details of these two schemes, we show the selected relays by these two schemes in each
iteration in Fig. 4.6(b)(Note that the MRS problem is infeasible in the 1st, 3rd and 5th iterations,

so the returnedRs is empty). It can be seen that the relays selected by these schemes can be
di erent. For example, in the 2nd iteration, the HMRS scheme selects relays 1, but the OMRS
scheme selects relays 2. But after the convergence, both schemes select the same relays (e.g., in
the 7th iteration). Therefore, in the following simulations, we only consider three methods: RRS,

ORS and HMRS.

(a) Convergence of HMRS and OMRS. (b) Relays selected by HMRS and OMRS.

Figure 4.6: Comparison of HMRS and OMRS (Relay humber constikaini8).

In Fig. 4.7, we show the outage probability achieved by these relay selection algorithms. It
can be seen that as the number of relay nodes increases, the outage probability is decreasing
gradually, and our proposed HMRS scheme outperforms other two schemes under all conditions.
In particular, the performance gap is the largest for the single relay scenarios. Thus, after the
number of relay nodes exceeds a certain number, the performance improvement becomes marginal,
which is partially due to the special topology of the vehicular networks, that is, the further away
the relay nodes from the victim nodes, the less contribution to the combined SNR. Therefore, the
relay nodes should be selected judiciously according to the required SNR. We can see that when
the number of selected relays is beyond 5, the performance of the ORS scheme is very close to
the HMRS scheme because the selected relays are basically similar under both methods. More
details are shown in Fig 4.8 for the outage probabilities achieved by these schemes with the SNR

threshold of 15dBm.



4.5 Conclusion 69

Figure 4.7: Outage probability distributions for @érent SNR thresholds.

Figure 4.8: Outage probability distributions for @rent number of relay nodes € 15).

45 Conclusion

In this chapter, a cooperative anti-jamming relaying scheme was presented for the control channel
jamming problem in the VNETs. The outage probability for this cooperative relaying scheme
was analysed based on the PPP model of the distribution of vehicles undeert jamming
scenarios, and the close-form expressions are derived for the single relay case. A max-min relay
selection problem was formulated to maximize the SNR of the worst victim vehicle under the relay
number constraint. A heuristic algorithm was designed to solve this nontrivial problem based on
the bisection method. The performance of the proposed schemes were evaluated and compared

with other schemes through simulations, which demonstrate that the proposed cooperative relaying
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schemes can ectively reduce the outage probability, and the performance of the heuristic relay
selection algorithm is close to the optimal solution.

For future work, we will consider the relay selection problem under the assumption of par-
tial channel station information, which can signi cantly reduce the overhead for channel mea-
surement. It is also interesting to extend the problem to the multi-jammer cases, and multi-
antenna technigues can be incorporated with the cooperative relaying scheme to achieve better

anti-jamming performance.



Chapter

Cooperative anti-jamming Beamforming for

Multi-antenna Vehicular Networks

Due to the importance of the control channel in 12V communications, we focus on the design of
anti-jamming schemes to address the control channel jamming issue in vehicular networks in this
paper. Speci cally, we consider the scenario where the RSU is equipped with multiple antennas,
who can serve multiple groups of vehicles simultaneously using the multi-group multicast beam-
forming technique[44]. However, due to the interference from the jammer, not all vehicles can
decode the desired signals from the RSU. As a solution, we propose a two stage anti-jamming
scheme, whereby the vehicles who have successfully decoded the signal received in the rst stage
will be selected as relays to cooperatively serve the victim vehicles in the second stage using the
coordinated beamforming techniques over a jamming-free service channel. By taking advantage
of the multi-antenna gain provided the RSU and spatial diversity provided by the relay vehicles,
the transmission reliability of all vehicles can be signi cantly improved under the threat of jam-
ming attacks.

In summary, the main contributions of this paper are as follows:

We propose a two-stage cooperative anti-jamming beamforming scheme for the control
channel jamming issue in vehicular networks, which is modelled as a MINLP problem to
characterize the selection of relays and beamformer design problem in the uni ed frame-

work;

We adopt the relaxation and approximation schemes based on the SDR and CCP methods
to reformulate the MINLP problem with a sequence of convex sub-problems, which can be

solved e ciently using an iterative procedure;

We provide extensive simulation results to show the convergence as well as the signi cant
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performance gain of the proposed scheme comparing with other benchmark schemes.

The rest of this chapter is organized as follows. We introduce the system model and formulated
the cooperative anti-jamming beamformer design problem in Section 5.1 and 5.2 respectively, and
some relaxation and approximation schemes are presented in Section 5.3. The performance of the
proposed schemes are evaluated with simulation results in Section 5.4. Finally, conclusions are
drawn for this paper in Section 5.5.

Notations Uppercase bold letters denote matrices, whereas lowercase bold letters stand for
column vectors. Le€ represents the complex space angd'(represent the Hermitian (conjugate)
transpose. The complex Gaussian distribution can be representéd@s ). Let tr( ) and
rank( ) denote the trace operator and the rank of a matrix respectively. The absolute of a scalar or
the determinant of a square matrix is describefl pandk k stands for the Euclidean norm of a

vector or matrix. For a square mati¥, W 0 means thaWV is positive semi-de nite.

5.1 System Model

5.1.1 Network Model

In general, a vehicular network in the urban area consists of a set of RSUs deployed at the road
sides communicating with the vehicles moving along the multi-lane road. In this paper, we focus
on a segment of the road covered by a speci ¢ RSU, which is equipped.witttennas (Fig. 5.1).

A single-antenna jammer and multiple single-antenna benign vehicles are located in the transmis-
sion range of the RSU. Without loss of generality, the RSU is assumed to be located at the origin
with a transmission range ofmeters, and thus the jammey and vehicles are distributed within

the range of [r;r].

Figure 5.1: Vehicular network within the coverage area of a multi-antenna RSU.
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In practice, due to the derence of speed limits or directions at drent road lanes, the vehi-
cles moving along dierent lanes may experience drent road situations. Therefore, we assume
that vehicles can be divided intogroups. The vehicles within the same group are expected to

receive the same control messages from the RSU, and the control channel is sharad)yugis.

5.1.2 Anti-jamming Scheme

We assume that the vehicular network adopts a multi-channel protocol as standardized in IEEE
802.11p and 1609.4 protocols. The channel coordination scheme is illustrated in Fig. 5.2, whereby
each synchronization interval consists of a control channel (CCH) interval and a service channel
(SCH) interval. Based on this channel coordination scheme, we assume that the CCH is reserved
for the 12V downlink transmission and the SCH is for the V2V communications and the V2| uplink
transmission. Thus, in the CCH interval, all vehicles sense the control channel and receive control
messages from the RSU, then in the SCH interval, each vehicle selects one of the six service

channels to communicate with the RSU or other vehicles.

Figure 5.2: Channel coordination in vehicular networks.

In this paper, we consider the constant jamming scenario, whereby the jammer continuously
emits interference signals in the control channel, which may result in the failure of decoding of
the control channel signals at some nearby victim vehicles. Due to the xed frequency of chan-
nels in vehicular networks, we believe that constant jamming may lead to a greater damage to
the availability of the system, since the system cannot defend against the jamming attacks via
retransmission. As a solution, we propose a two-stage anti-jamming mechanism based on the
standardized multi-channel coordination scheme, which is motivated by the fact a single jammer
may not block all vehicles within the cover range of the RSU in the CCH interval due to path loss
and channel fading. Therefore, in the following SCH interval, those vehicles who have success-
fully decoded the control channel signals can serve as relays to cooperatively forward the signal
to the victims belonging to the same group through a jamming free service channel using the co-
ordinated beamforming technigue. Note that the topology of the vehicular network is more stable
compared with other mobile networks since the mobility of vehicles is limited by road space and

road tra c density. Therefore, the topological relationship between the candidate relaying vehi-
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cles and victim vehicles will remain unchanged within the same synchronization interval, so the
two stages in this cooperative anti-jamming scheme can be considered jointly.

Let V; andR; denote the set of victim vehicles and candidate relaying vehicles iittthe
group respectively, then the set of vehicles in groiggiven byN; = V; + R;. The symbols used

in this paper are listed in Table 5.1.

Table 5.1: List of Notations

Symbol || Description

Po Transmit power of the RSU

Pix Transmit power of vehicl& in groupi

Pm Transmit power of jammer

U beamformer from the RSU to vehicles in graup

Wi beamformer from alN; 1 vehicles to victimv;y in groupi
hy Channel vector between the RSU angd

Ok Channel vector from al\; 1 vehicles tov in groupi

Jk Channel gain between the jammer ang

Yik Received signal at., from the RSU

Vi Received signal at from all N; 1 vehicles in group
S Signal to vehicles in group
Sn Jamming signal
Nk Received noise signal s
ﬁ Received noise power gty
lik Achievable data rate in the rst stage
Fik Achievable data rate in the second stage

5.1.3 Signal Model

According to the aforementioned relaying procedure, the anti-jamming scheme can be divided into
two stages. In the rst stage, the RSU transmits the control signals of all groups simultaneously
using multi-group multicasting beamforming technique[44]. We assume that channels between
the RSU and vehicles as well as between vehicles follow Rayleigh fading model. In addition,

we assume that the channel state information (CSI) can be obtained using channel feedback or

denote thde 1 complex channel vector frointransmit antennas of the RSU to vehikl@ Nj,
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which is assumed to remain constant within each time* shait will vary from one time slot to

the RSU for thath group, ands is the symbol of group. Then the signal received at vehickg

(denoted as vehiclein thei-th group) can be given as:

xXo p__
Vik = Uhds +  uphf'sy+  Podiesm + ng; (5.1)
p, i

where the rst term is the signal desired by all vehicles in group is the normalized signal
symbol for groug, i.e.,E[jsj?] = 1. The second term corresponds to the interference signals from
other groups. The third term denotes the interference caused by the jammersywheadP,, are
the signal emitted by the jammer and its transmit power respectivelyJaisdthe channel gain
between the jammer and vehidle ny is the additive white Gaussian noise at vehiklavhere
n CN (O; ﬁ).

Assuming the control signals, jamming signal and noise are statistically independent, then the

signal-to-interference-plus-noise ratio (SINR) at vehigjecan be obtained from (5.1) as:

SINR juihic i (5.2)
ik = P : . - - : .
b i JUphf 2 +Pmj Jcj2+ 2
The achievable data ratg at vehiclev;x can be given by:
rix = Blog(1+ SINR); (5.3)

whereB is the channel bandwidth in hertz.

In the rst stages, some vehicles may fail to decode the received signal from the RSU, which
are denoted as victims. Then in the second stage, the set of vehicles who have successfully de-
coded the signals will be selected as relays to re-transmit the signals to the victims of the same
group through a jamming-free service channel using the decode-and-forward (DF) strategy. Note
that according to the DF strategy, a vehiglg will be selected as relay if and only if it can suc-
cessfully decode the signal from the RSU, or equivalently, its achievable datgsestéarger than
a threshold .

To exploit the spatial diversity of derent relays and mitigate the co-channel interference from
the relays of other groups, the coordinated beamforming technique is adopted by the relays in the

re-transmission of the signals. Speci cally, ig§ denote the beamformer of the antenna of relay

vector of all relays in grouf?. Let gx denote the channel vector from &l vehicles to thek-th

lwe assume the duration of each time slot is smaller than the channel coherence time.
2The transmit beamformer weight vector of the victim vehicles can be assumed to be zero as to be discussed in

Section 5.3.1, which simpli es the presentation of the problem.
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by represented as:

ik = Wige's +  Wpgh'sp + ni: (5.4)
p, i

Similar to (5.2), The SINR at a victim vehiclg, can be given by:

jwigl! 2
IRy = Pr—————— (5.5)
pi ] WpGy J°+
and the achievable data raig at a victim vehiclev;x can be given as:
fix = Blog(1+ S]NRi;k)Z (5.6)

Similarly, fi.x should be larger than the thresholdo that the victim vehicle can decode the

signal received from the relays successfully.

5.2 Cooperative Anti-jiamming Relay Beamforming Problem

According to the discussion in the previous section, although the reldy; setd victim setV;

are not identi ed explicitly for all groups, it is speci ed that the achievable rate for either relay
or victim vehicle should be larger than a prescribed threshold. Therefore, from anti-jamming's
perspective, it is desirable to maximize the minimum achievable data rate of all vehicles under
the interference of jammer in the control channel, which can be formally stated as the following

beamformer design problem:

Wg g BTG NITi000 (5.7)
X

= ke Poi 8 (5.72)
i=1

kwid P 8i;8k 2 R; (5.7b)

RAVi=n 8 (5.7¢)

where (5.7a) and (5.7b) correspond to the power constraints of the RSU and relays respectively.
Po andP; represents the transmit power budgets of the RSU and vehijclé5.7c) speci es that

each vehicle cannot be a relay or a victim simultaneously.

By introducing an auxiliary threshold for r;.x andrik, problem (5.7) can be transformed to
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the following equivalent form:

max (5.8)
X0

st: kuike  Po;  8i; (5.8a)
i=1

kwikls  Pix; 8i:8k 2 R;; (5.8b)

lik 8i;8k 2 R;; (5.8c:1)

fik 8i;8k2Vj; (5.8c:2)

Ri\V i=;; 8i (5.8d)

where constraints (5.8c:1) implies that for a vehigleto be quali ed as a relay, it has to satisfy the

minimum rate constraint. Otherwise, if it is a victim, then constraint (5.8c¢:2) should be satis ed.
However, since each vehicle can only be a relay or a victim, so (5.8c:1) and (5.8¢:2) should

not be active simultaneously. To this end, we can introduce a binary indicator vagial@€0; 1g

for each vehicles, wherex« = 1 speci es that vehicle; is selected as a relay (which requires

Fik ), while x;x = 0 implies that vehicley is a victim (which requires; ). In this way,

constraints (5.8c:1), (5.8c:2) and (5.8d) can be uni ed as a disjunctive set, which consists of two

. . W, .
disjunctions separated by the or) operator and negation } operator:

RIS

Fizk Fizk
which speci es that ifxx = 1, the rst inequality applies, otherwise (i.e.xik), the second
inequality should be satis ed. Using (5.9), only one of the constraints in (5.8c:1) and (5.8¢:2) will
be activated based on the valuexpf.
This disjunctive set can be relaxed using the bigermulation [95, 96] and transformed into

the following constraints:

ik Mi(1 Xix); 8i;8k 2 N;;

P MoXi; 8i;8k 2 N;; (5.10)

whereM; and M, are two su ciently large parameters, which can be given by the maximum

achievable rates in both stages:

Po max[hEhk]
2

k
Pik max[gkH O]
2

k

M; = Blog(1+ ) 8i; 8k 2 Nj;

M, = Blog(1+ ) 8i; 8k 2 Nj; (5.11)

where mad ] denotes the largest eigenvalue of a matrix.
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By substituting constraints (5.8c:1), (5.8c:2) and (5.8d) with (5.10), problem (5.8) can be

reformulated as follows:

max (5.12)
xXo

st: kuiks  Po; 8i: (5.12a)
i=1

kwikhs  XikPik; 8i;8k 2 N;; (5.12b)

rik  M1(1  Xx); 8i;8k2Nj; (5.12c:1)

fik  MaXik; 8i;8k 2 Nj; (5.12c:2)

Xik 2 f0;1g 8i;8k 2 Nj; (5.12d)

which is a mixed-integer non-linear programming (MINLP) problem, and the optimal solution
is di cult to obtain in polynomial time. In the following, we will propose some approximation
and relaxation schemes to transform this problem into a tractable form, and thus it can be solved

e ciently.

5.3 Problem Approximation and Relaxation

5.3.1 Smoothed "o-Norm Approximation

In (5.12), % indicates the identity of vehiche, and speci es that the constrain (5.12c:1) should
apply if vehiclev;y is selected as relay (i.egx = 1); otherwise (i.e.; Xix), (5.12c:2) should be
satis ed since it is a victim.

On the other hand, if vehichey is a victim, then its transmit beamformer should be zero
since it will not participate in the cooperative relaying in the second stage (it is a receiver instead).

Therefore x;x can be connected witlh as follows:

8
20, kwkd=0; 8k2Nj;

Xik = 3 (5.13)
-1 kWikk§>0; 8k 2 Nj;
which can be further represented as th@orm ofkwi;kkg as follows:
Xik = k\Nikk% o (5.14)

Unfortunately, the g-norm is a non-convex discontinuous function. As a solution, we can
approximate the discontinuoug-norm of kvvi;kkg with a continues smooth concave function as

follows [45]:

g,

i f(kwikd) =1 exp( (5.15)
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where > 0 is a parameter to control the smoothness of approximation. In general, a smaller
leads to a better approximation result, and a largeormally lead to a smoother approximation.

More details about the setting otan be found in[46].

In this way, problem (5.12) can be approximated as follows using the smoothing function:

max (5.16)
Xo
st: kuiks  Pr; 8i: (5.16a)
i=1
kwi 2
kwikks (1 exp( Ikkz))Pi;k; 8i;8k 2 Nj; (5.16b)
ki, y . .
rik Miexp( ); 8i;8k 2 Nj; (5.16c:1)
. kwighs _ _
fik M2l exp( —=)); 8i;8k2 N;j: (5.16¢:2)

The remaining challenges of (5.16) are due to the non-concave achievablg gaadri.
In the following two subsections, we introduce two dirent approximation techniques to address

this problem.

5.3.2 Semi-de nite Relaxation

To address the non-concavity 9k andrik, we adopt the semi-de nite relaxation (SDR) method
proposed in [47]. Speci cally, we introduce two set of matrices based;@ndwy as follows:
fU; == ufluid, andfw; := wHw;d.,, whereU; andw; areL L andN; N; complex matrices
respectively. Note thgtuih! j2= tr(Uih{'hy) andj wigt! j>= tr(Wigf'gy), if and only if U; 0,
rankU;) = 1 andW; 0, rankW;) = 1, where tr() is the trace operator. In particular, Mt;x
denote thekth item in the main diagonal af/;, thenWiy = kwikks.

In this way,r; can be represented as:

tr(U;hchH
rik =Blog(1+ P (Ui k)

— )
x X
=Blog( tr(Uihgh{) + Pmj X j?+ 2) Blog( tr(Uphkh) + Pmj J >+ 2)
i=1 p, i
=Yi(Ui)  z(Up); (5.17)

whereyy( ) andz( ) are concave with respect to matridgsandU,,.
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Similarly, fix can be represented as:
tr(Wigkgl)

Fi;k =Blog(1+ P
T W oag) ¢ 2

o o
=Blog( tr(Wiggl)+ 2 Blog( tr(Wpgkgl)+ 2

i=1 p,i
=(Wi)  Z(Wp); (5.18)

whereyi( ) andZ( ) are concave with respect to matrid&s andW .

Dropping the non-convex rank-one constraints@igrandW;, problem (5.12) can be relaxed

as follows:
max (5.19)
st: tr(U) Po 0O; 8i; (5.19a)
Wik (1 exp( M))Pi;k 0; 8i;8k 2 N; (5.19b)
Yk(Ui) + z«(Up)  Mzexp( M) 0; 8i;8k2 Nj; (5.19c:1)
Y(Wi) + Z(Wp)  Ma(1 exp( M)) 0; 8i;8k2 Nj; (5.19c¢:2)
U 0 and W; O; 8i: (5.19d)

5.3.3 Convex-concave Procedure

Note that (5.19c¢:1) and (5.19c:2) are the elience of convex (DC) constraints. In general, an

optimization problem with DC constraints can be stated as follows:

max (5.20)
sit: z()+yi(x) O, i=1::m
wherey; andz are all convex functions.

This kind of DC problem can be solved using the convex-concave procedure (CCP) [48]. The
basic idea is to write each non-linear function as the sum of a convex and concave function, then
convexify the problem by replacing the concave part by their rst order Taylor expansions, then
solve a sequence of convex sub-problems successively. Speci cally, the CCP starts with an initial

point o, and in each iteratiohsolves a convex sub-problem:
max (5.21)
st: () + 5z T (x xY) +y(0 0 8i;
wherex® is the optimal solution obtained in the previous iteration.

In the following, we discuss the solution of problem (5.19) based on CCP scheme under two

di erent kinds of scenarios: single group< 1) and multi-groupr > 1).
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Single-Group Scenarios In this case, there is no interference term in the denominator of the

SINR, and thus problem (5.19) can be simpli ed as follows:

max (5.22)
sit: tr(U) Po O (5.22a)
Wik (1 exp( M))Pk 0; 8k2N; (5.22b)
tr(Uhghi) Wi
Blog(l+ ————) Mjexp( —) 0; 8k2N; 5.22c:1
o+ s ?) Meel =) (5.22c11)
Blog(L+ g"g")) Mo(1 exp( X)) 0. 8k2N: (5.22¢:2)
K
U 0 and W O (5.22d)

whereW;. in problem (5.19) is replaced witly since there is only one group.

Letd (W) = exp( M), then its rst order Taylor expansion can be given by:

D (W jWy) = exp( M) 1= exp( M)(wk W); (5.23)

whereW, is an initial point in each iteration. Thus, problem (5.22) can be transformed into a

sequence of convex sub-problems as follows:

max (5.24)
sit: tr(U) Po O (5.24a)
Wk (1 exp( %))Pk 0; 8k2N; (5.24b)

tr(Uhght) .
Blog(l+ —————) MiD (WyWy) 0; 8k2N; (5.24c:1)

Pm]j J 2 + K
W H
Blog(L+ Lz"g")) Mo exp( YKy 0. 8k2N: (5.24¢:2)
k

U 0 and W O (5.24d)

Multi-Group Scenarios  In this case, bottz(Up) andZ(Wp) in (5.19c:1) and (5.19c:2) are

concave functions. Their rst order Taylor expansions can be represented as:
- oo
Zu(UpiUp) = Blog(  tr(Uphh{) + Pmj & > + §)
p, i

+ nBPB, (tr(Uphchf)  tr(Uphehl)) (5.25)
(" rrl) i tr(ophkth) + Pmj 2 + i) In2
and
X
Zk(ijwp) = Blog( tr(wpgkg:j)"' &)
y (5.26)

D Wpgka) (W pgegt)
0 r(Wogkgl) + 2)In2
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respectively, wher&, and\W , are the initial points in each iteration.

In this way, problem (5.19) can be transformed into a sequence of convex sub-problems as

follows:
max (5.27)
st tr(U) Po 0O; 8i (5.27a)
Wik (1 exp( W))Pi;k 0;  8i;8k2N; (5.27b)
he(Ui) + Ze(UpiUp)  M1D (WinjWix) O;  8i; p;8k 2 Nj; (5.27¢:1)
h(Wi)+ ZAWAW (L exp( ) 0 8iipiBk2N;  (5.27c:2)
U 0 and W; O; 8i: (5.27d)

The CCP algorithm is a powerful heuristic method to nd the local optimal solution for the DC
problem by solving a sequence of sub-problems. The optimal solution in each iteration is always
a feasible point of the original problem, which guarantees the convergence of CCP as proven in
[97][98].

5.3.4 Randomization Method

Recalling the non-convex rank-one constraints are ignored in (5.19) using the SDR scheme. Due to
this relaxation, the rank-one property may not be held by the maftitel, andfw, d., obtained

from problem (5.24) or (5.27). If they are rank one, then their principal components is the optimal
solution to the original problem, the optimal beamforming weight vefugf’ ; andfw;d’, can

be obtained directly by adopting the eigenvalue decompositionl(i.e.,Io_iui andw; = p_iwi :
whereU; = ju, uiH andW, = jw, WiH). Otherwise, an approximate to the original problem
can be found using randomization techniques [44, 99]. The basic idea is to generate beamforming
vectorsfuidL; andfw;gl, from the optimum solution matricés); d'; andfW, gL, and choose the

one can satisfy the transmit power constraints and maximize the link re@geci cally, letu?

andw; denote a candidate beamforming vector forittfegroup, and the eigen-decomposition of

the optimal matrices are given by = X; X" andw, = Y; ;Y! respectively. Thusy¢ and

we can be given by® = X; [0¢ andw® = Y; W, whered® CN (0;1) andw® CN (0;1).

Therefore, it can be guaranteed tEat°(u®)"] = U, andE[wf(w®)"] = W, .

5.3.5 Algorithm Design and Complexity Analysis

By incorporating the aforementioned relaxation and approximation schemes, we design a CCP-

based Optimal Relay Beamforming (ORBF) algorithm as shown in Algorithm 5, which proceeds
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iteratively to solve the convex sub-problems based on the CCP scheme. Finally, the beamform-
ersfuigandfwigcan be found based on the obtained matritégandfW, gusing the EVD or

randomization method.

Algorithm 5 CCP-based ORBF Algorithm
Inputs: Po, Pik, hk, Ok, 8i;k 2 Nj;

Outputs: , uj, w;i, 8i;
Initialization : Feasible initial matricefJ;gandfW;g 8i;
2: repeat
CalculateD (WixjWix), Zk(UpjUp) andZ (W pjW ) according to (5.23), (5.25) and (5.26),
and obtain sub-problem (5.27) at poifits,g fWixgandfW g
4:  Solve sub-problem (5.27) and obtdld, gandfw, g
LetfUig f U gandfWig f W.g
6: until convergence
if rank@,) = 1;8i and rank{V,) = 1;8i then
8:  Obtainfu, gandfw; gvia the eigen-decomposition method;
else
10:  Obtainfu; gandfw, gvia the randomization method;
end if
12: Letu;  u; andw; w;.

return , U, w;.

The main computational complexity of the proposed algorithm comes from the complexity
of solving the convex sub-problem in each iteration. Forgroup scenario, the complexity of
solving convex sub-problem (5.27) is the polynomial time about the problem size, which can be
given asO(P i”:l[LzNi + R?(Ni R)]), whereR, denotes the number of vehicles in grawerving
as relays in the second stage, which should be no moréNhdioreover, as the number of groups
increases, solving this problem requires introducing more variables, which makes the problem size

larger and more complicated to solve.

5.4 Simulation Results

In previous section, we solve the original optimization problem in (5.8) using the disjunctions and
Big-M reformulation techniques. The binary variables are relaxed into continuous variable using
the smooth function, which may act the accuracy of the optimization results and increases the

complexity of the algorithm. In this section, we provide simulation results to evaluate the per-
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formance of the proposed ORBF scheme. In the simulations, the Urban MObility (SUMO) [100]
simulator is used to generate tra ows for urban scenario, where parameters are set based on
real-time urban trac. These trac ow data are used as inputs to obtain the simulation results
using CVXin Matlab. CVX is a modeling framework for disciplined convex programming, which
turns Matlab into a modeling language, allowing constraints and objectives to be speci ed using
standard Matlab expression syntax [101, 102]. In addition, Rayleigh fading model is adopted in
our simulations. Each fading parameter is a product of two parts, patil IGSsand multi-path

fading h , where the multi-path fading is a zero mean complex Gaussian variablelenotes

the distance between the RSU and one vehicle or the distance between two vehicles for the 12V
and V2V communications respectively. Anddenotes the path loss exponent in urban area. The

parameter settings in the simulation are summarized in Table 5.2:

Table 5.2: Parameters Used in Simulations

Parameter Value
Simulation Environment Urban
RSU coverage 1km

Street Width 2 Lanes

Vehicle Velocity 40 - 60 kih

Number of Vehicles 5-20

Fading model Rayleigh

Transit power (RSU, Vehicles) 60mw and 20mw
Noise power -95 dBm

In order to make a fair comparison, we also propose a heuristic relay beamforming (HRBF)
algorithm for problem (8) as a benchmark scheme. The basic idea is to incrementally update
the identity of each vehicle (as relay or victim). Speci cally, at beginning, we solve a multi-group
multicast beamformer design problem assuming all vehicles receive data directly from the RSU.
Based on the obtained results, the vehicle with the worst SINR is classi ed as a victim, while the

rest vehicles are identi ed as relays. Then given the identity of each vehiclee, X is xed),
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the original problem in (5.8) can be formulated as follows:

max (5.28)
st kulkg P 8i: (5.28a)
kwixks  XikPik; 8i; k; (5.28b)

Fik Xk 8i;k; (5.28c:1)

fik (1 X 8i;k; (5.28¢c:2)

The non-convexity of;x andrik in this problem can be addressed using the SDR and CCP
schemes as proposed in previous section. By solving this optimization problem, the relay vehicle
with the worst SINR is selected into the victim set of the corresponding group, and problem (5.28)
is solved again based on the updated identi es of all vehicles. This process is repeated until the
objective function cannot be improved.

In addition to the ORBF and HRBF schemes, we also consider the following anti-jamming

schemes in the simulations:

Direct Beamforming (DBF): In this scheme, the RSU transmits the signal directly to all ve-

hicles of all groups simultaneously using the multi-group multicast beamforming technique;

Fixed Relay Beamforming (FRBF): This scheme is an extension of the anti-jamming scheme
presented in our previous work [103] to the multi-antenna RSU scenarios, whereby a vehicle
is classi ed as a victim if its received SINR from the RSU is smaller than a prescribed
threshold, and thus the set of relays are determined in advance based on the transmit power

and channel conditions between RSU, jammer and vehicles.

We consider both single-group and multi-group scenarios in the simulations. Due to high
computational complexity of the multi-group scenarios, we only provide results for the case of
two groups. Note that our proposed anti-jamming scheme is designed to take advantage of multi-
antenna and multi-user diversity provided by the RSU and nearby vehicles in two stage, so in
simulations we rstly x the number of antennas at the RSU and the number of vehicles to inves-
tigate the eectiveness of these four schemes undeedent channel conditions in terms of the
convergence rate and network capacity. We then study the performance of these scheme under
di erent network settings.

In Fig. 5.3, we demonstrate the convergence behaviour of these foeredit schemes in
the single-group and multi-group scenarios. It can be seen that in both scenarios, except for the
HRBF scheme, all other schemes converge quickly to the stationary point. Additionally, it can be

observed that the convergence curves in the multi-group scenario are not monotonic, this because
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(a) Single-group Scenariom & 1; N = 15) (b) Multi-group Scenarion(= 2;N; = N, = 8)

Figure 5.3: Convergence of four dirent algorithms in dierent scenarios.

in the CCP procedure, we relaxed the the original function using its rst-order Taylor expansion
and solve it iteratively. In this process, the solutions obtained in the previous iterations do not
satisfy the conditions of the equation, but the whole process can gradually converge. Comparing
the computational complexity of the four algorithms, for FRBF, HRBF and ORBF, as mentioned in
Section V, the main computational complexity comes from the complexity of solving the convex
sub-problem in each iteration. Compared with the ORBF, FRBF converges faster because the
simulator (CXV in our case) introduces fewer variables when solving the xed relay problems.

Thus, the problem size is smaller.

Moreover, the trade-obetween complexity and performance can also be observed. Compared
with the DBF and FRBF scenarios, the achieved network capacity is signi cantly improved using
the proposed ORBF scheme. The HRBF scheme has also a better performance when compared
with the DBF and FRBF schemes. However, it takes longer time to determine the suitable relay
set. It can be seen since the bottleneck relay is put into the victim set sequentially, and thus the
network capacity increases gradually as the number of relay nodes decreases. Eventually, most of
the vehicles are selected as victims (13 out of 15 vehicles in the single-group scenario, and 12 out
of 16 vehicles in the multi-group scenario).

In Fig. 5.4, we show the cumulative distribution function (CDF) of the network capacity
achieved by these four schemes underedént channel conditions and in Table. 5.3 their mean
values, which are obtained based on 500edént scenarios. It can be seen that in both scenar-
ios, the proposed ORBF scheme outperforms all other three schemes, and the HRBF scheme can
achieve suboptimal performance comparing with the ORBF scheme, especially in the single-group

scenario. In particular, it can be observed that using the DBF scheme, the network capacity drops
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(a) Single-group Scenario (b) Multi-group Scenariam = 2

Figure 5.4: CDF of the achieved network capacity undeedént channel status.

Figure 5.5: Convergence behaviour of the ORBF scheme under two-group scenario.

below 1 bifs/Hz, which demonstrates the signi cant impact of the jamming attack in the control

channel.

Table 5.3: Mean Network Capacity with Derent Scheme

DBF | FRBF | HRBF | ORBF

Single-group 0.0486| 4.4960| 5.7068| 7.2228
Multi-group (n = 2) || 0.1542| 2.1896| 2.9204 | 3.5156

We investigate the impact of the humber of antennas at the RSU on the convergence of the
proposed ORBF scheme. As illustrated in Fig. 5.5, the ORBF scheme can converge within about

10 iterations, which suggests that the convergence behaviour of the proposed scheme does not
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change too much under dérent the number of antennas.

(a) Single-group Scenario (b) Multi-group Scenarim = 2

Figure 5.6: The CDF of the network capacity achieved by the ORBF scheme witedit number

of antennas.

In Fig. 5.6, we plot the CDF of the network capacity achieved by the ORBF scheme with
di erent number of antennas and in Table. 5.4 their mean values, wherein each curve is obtained
based on 500 dierent scenarios. It can be clearly observed that in both singe-group and multi-
group scenarios, the achieved network capacity increases with the number of antennas, especially
in multi-group scenarios, which is reasonable since the more antennas, the more diversity can be

exploited as a countermeasure of the jamming attacks.

Table 5.4: Mean Network Capacity with Dérent Number of Antennas

2 Antennas| 4 Antennas| 8 Antennas| 16 Antennas

Single-group 4.7772 5.8969 7.2228 8.1773
Multi-group (n = 2) 1.4852 2.5498 3.5156 4.4698

Finally, we investigate the network capacity with drent number of vehicles. We consider
three di erent schemes. The number of antennas is xed &s 8, and the number of vehicles
varies from 5 to 15 in the single-group scenarios, from 6 to 16 in the multi-group scenarios. In Fig.
5.7, each point is the average results of 100 simulations. It can be observed that for the network ca-
pacity achieved by the ORBF remains stable undeedint conditions, and the capacity achieved
by the DBF remains under 0.5 big8Hz due to the tremendous impact of the jamming signal in the
control channel. Meanwhile, as the number of vehicles increases, the average network capacity

achieved by the FRBF and HRBF schemes decreases gradually. The reason is when the number
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(a) Single-group Scenario (b) Multi-group Scenarim = 2

Figure 5.7: Average network capacity vs. number of vehicles.

of vehicles is small, it is possible for the FRBF and HRBF schemes to select the same relays as
the ORBF scheme. However, these two schemes fail to nd the optimal relays with the increase

of the number of vehicles, so the performance gaps are increased signi cantly.

5.5 Conclusion

In this chapter, a two stage cooperative relay beamforming scheme was presented for the control
channel jamming problem in vehicular networks, which takes advantage of multi-antenna and spa-
tial diversity provided by the RSU and relaying vehicles in two stages respectively. This problem
is formulated as a MINLP problem to unify the selection of relays, as well as the beaformer de-
sign for the RSU and relays. In order to solve this intractable problem, we adopted the SDR and
CCP methods to approximate it with a sequence of convex sub-problems, which can be solved
e ciently using the CCP based algorithm. Simulation results show that the proposed scheme is
guaranteed to converge to the stationary point quickly, and the network capacity achieved by our
scheme is signi cantly improved comparing with other benchmark schemes.

For future work, we will consider the anti-jamming beamforming design problem under the
assumption of partial channel station information, which can signi cantly reduce the overhead
for channel measurement. This work is focused on the downlink transmissions (from the RSU
to vehicles), it would be interesting to consider the uplink transmissions whereby the RSU is the

target of the jamming attacks.
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Chapter

Conclusion and Future Work

6.1 Thesis Summary

This thesis has been dedicated to addressing the misbehaviour detection problem in vehicular net-
works. Speci cally, we focus on two major issues in PHY layer and application layer respectively:
Radio Frequency (RF) Jamming attacks and Sybil attacks.

Speci cally, we adopted three derent machine learning methods including Distance based
clustering, Support Vector Machine (SVM) and k-nearest neighbours (KNN) in Sybil nodes detec-
tion. Based on variation between benign vehicles and Sybil nodes in their driving patterns, the
non-existent virtual nodes can be detected.

For RF jamming attacks, we focused on the design of countermeasure for the control channel
jamming issue in vehicular networks, which is of vital importance to the safety of 12V communi-
cations. We proposed to adopt the cooperative relaying technigues to address the control channel
jamming problem in vehicular networks, which is based on the idea that the vehicles outside of the
jamming area can serve as relays to help forward the control channel signal to the victim vehicles
through other the jamming-free service channels. In this way, a virtual multi-antenna system can
be formed by multiple relays nodes to cooperatively serve the victim vehicles, and thus the trans-
mission reliability can be eectively improved by exploiting the spatial diversity of these relay
nodes.

Thus, we extended the jamming issues in multi-antenna RSU scenarios, where the RSU can
serve multiple groups of vehicles simultaneously using the multi-group multicast beamforming
technique. As a solution, we propose a two stage anti-jamming scheme, whereby the vehicles
who have successfully decoded the signal received in the rst stage will be selected as relays to
cooperatively serve the victim vehicles in the second stage using the coordinated beamforming

techniques over a jamming-free service channel. By taking advantage of the multi-antenna gain
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provided the RSU and spatial diversity provided by the relay vehicles, the transmission reliability

of all vehicles can be signi cantly improved under the threat of jamming attacks.

6.2 Future Work

In this thesis, we focused on the downlink transmissions (from the RSU to vehicles) anti-jamming.
Thus, for future work, it would be interesting to consider the uplink transmissions whereby the
RSU is the target of the jamming attacks. Meanwhile, we will consider the anti-jamming beam-
forming design problem under the assumption of partial channel station information, which can

signi cantly reduce the overhead for channel measurement, or precoding beamforming problem.

Uplink Anti-jamming

According to the IEEE 802.11p standard, six services channels are available around 5.9 GHz
frequency, and multi-channel operations are speci ed by IEEE 1609 standards, whereby vehicles
can communicate with the RSU using any of these six channels, but are only allowed to operate
in one of them at each time. If a jammer launches a jamming attack over the service channels,
a portion of the reports or situation updates from vehicles to the RSU will be blocked. As a
consequence, the RSU does not have full knowledge of the vehicles within its coverage area, and
the following updates from the RSU to vehicles will be incomplete.

In this case, channel switching (or hopping) is areetive way to circumvent the jamming
issue since multiple service channels are available. On the other hand, since the jammer cannot
block all six service channels simultaneously, it may adopedint jamming strategies to adapt

its jamming channel so as to maximize its utility (or damage) teedént channels.

Admission Control and Precoding Beamforming

If the tra c density is high, for example, when the number of vehicles is much larger than the
number of antennas equipped on the RSU, theiency of beamforming would drop dramatically
since the cochannel interference (CCI) between users cannot be totally eliminated. In this way,
it is necessary to adapt a more dynamic admission control scheme, wherein the users with near-
orthogonal channels are grouped in the same group, aretatit groups are served in dirent
timeslots according to the TDMA scheme.

Meanwhile, in these scenarios, transmit beamforming and receive combining could be costly.
Thus, a predetermined codebook is considered can well reduce the complexity of beamforming
design where the receiver only sends the label of the best beamforming vector in a predetermined

codebook to the transmitter [104, 105].
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Détection des Comportements Malveillants dans les
réseaux ehiculaires
Pengwenlong GU

ABSTRACT: For vehicular networks, the safety and security of the network architecture
and protocols are of vital importance, which have been the central theme of the standardization
in both USA and Europe. In general, the provided security services are based on three major
mechanisms: Encryption algorithms, Public Key Infrastructure (PKI) and Pseudonymous. These
security services provide basic protection for the privacy of users and integrity of messages in
vehicular environments. However, several critical issues, such as identity management, message
traceability and availability still exist in vehicular networks. In this thesis, we focus on two major
security issues: Sybil attack and radio frequency (RF) jamming attacks. Ranging from theoretical
modelling and analysis, to practical algorithm design and optimisation.

Speci cally, we focus on the Sybil attack detection in vehicular networks based on the vehicle
driving patterns. Relying on beacon information, we designed a data format Driving Pattern Ma-
trix (DPM) to describe vehicle driving pattern within a time period. Thus, threemint machine
learning methods: Distance based clustering, Support Vector Machine (SVM) and k-nearest neigh-
bours (kNN) are considered. For RF Jamming attacks, we propose a cooperative relaying scheme
to circumvent the control channel jamming problem in the vehicular networks, whereby the ve-
hicles outside of the jamming area serve as relays to help forward the received control channel
signal to the victim vehicles through another jamming-free service channel. Thus, we extend the
anti-jamming problem into multi-antenna RSU scenarios and propose a two stage anti-jamming
scheme for the control channel jamming issue in vehicular networks, which takes advantage of the
multi-antenna diversity and spatial diversity provided by the RSU and relay vehicles to improve
the transmission reliability of the victim vehicles.

KEY-WORDS: Vehicular networks, Sybil attacks, Machine learning, Radio Frequency(RF)

jamming, Cooperative relaying, Cooperative beamforming



	Misbehaviour Detection in Vehicular Networks
	Acknowledgments

